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Our team at ComplianceMitigation.com helps busi-
ness leaders and their teams make decisions to avoid
government investigations and charges for white-col-
lar crimes.

The Department of Justice encourages business lead-
ers to support well-designed compliance programs
that work in practice.

With our compliance programs, your team members
will learn how to make better decisions, minimizing
vulnerabilties to costly government investigations
and charges for white-collar crimes.
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Why Compliance Training?

Lesson One

ur nation has made a commitment to mass in-
Ocarcemtian. We incarcerate more people per

capita than any nation on earth. Although most
people are intentional when they break laws, many peo-
ple serve time in state and federal prisons despite not
having had any intention to break the law. Rather, they
made decisions during the course of business —or life—
that brought those people to the attention of govern-
ment investigators.

Those investigations later led to criminal charges for
white-collar crimes.

In an effort to help more people avoid the indignity of
being the subject of a government investigation, or the
pain of a criminal prosecution, business leaders and the
people that comprise business teams should learn about
America’s criminal justice system and government in-
vestigations. Effective compliance training should show
business owners and the people with whom they work
how and why their decisions on the job can, potential-
ly, lead to government investigations and charges for
white-collar crimes.
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We all have ideas of what it means to be a best-in-
class, successful company. Yet regardless of how
successful a company becomes, it's never immune from
being taken down by a government investigation. For ex-
ample, if we ask any group to give us their impression of
successful technology companies, we're likely to hear the
following names:

» Apple,
» Google,

M

Facebook,

» Amazon, and

v

Microsoft.

Many of us would consider the above-mentioned com-
panies as models of excellence. They’re famous for creating
trillions of dollars in value, creating millions of jobs, gen-
erating billions of dollars in tax revenues, and providing
enormous value to consumers.

Besides being success stories, these companies all share
something else in common.

Each of the above-mentioned companies has been the
subject of a government investigation. Many people that
worked in those companies had to respond to questions
from government investigators.
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Our team at Compliance Mitigation does not make a
judgment call with regard to the reasons behind the investi-
gation, or the usefulness that the investigation would serve.
Rather, we want more entrepreneurs, business leaders, and
team members to understand how government investiga-
tions can threaten businesses and careers. The more a per-
son knows, the more equipped a person becomes to make
better decisions—hopefully to avoid being brought in as a
witness, a subject, or a target of a government investigation.

From our perspective:

» Business leaders define success by solving problems
for customers, bringing value to shareholders, and cre-
ating jobs that contribute to vibrant communities.

» Investigators begin their task with a different objective.
They believe the company has done something wrong.
As such, they will say that they want to get to the truth.
But they will define success by obstruct-
ing business operations or complicat-
ing the lives of business leaders and
the entire teams that they target.

Big-government leaders do not
limit their attacks to the most success-
ful companies. Elected officials create
many government agencies that investigate
business operations, business leaders, and peo-
ple who have decision-making power in businesses. That
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means even small companies—and leaders of those com-
panies that have decision-making power—are also vulner-
able to government investigations and to charges for white
collar crimes.

For that reason, it makes sense for business leaders (and
functionaries within each company) to learn about govern-
ment investigations. That insight can help people involved
in businesses both save and make money.

You might ask, “How can investing in compliance help
a company or people make more money?”

» Compliance is all about transparency. It's about doc-
umenting processes and following best-practice ap-
proaches to business. The more companies train peo-
ple how to follow such procedures, the more effective
companies become at messaging. If we communicate
well, we’re more successful at showing the value prop-
osition we offer.

How does investing in compliance help a company or
an individual save more money?

» Investing time and energy to develop effective com-
pliance systems can lead to lower business insurance
costs and can lower the enormous risks that business
owners and decision makers have to reserve for litiga-
tion expenses. Further, they provide insight into busi-
ness operations and how they might be run more effi-

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 8

ciently. Good compliance systems can also lower the
risk levels to internal fraud.

Besides saving or making money, investing in ongoing
compliance training represents an excellent insurance poli-
cy for the company. No company wants to become the sub-
ject of a government investigation. The investigations are
costly. In many cases, those costs run into the seven figures,
both for the business and in many cases, for individuals.
Investigations, potentially, can obliterate a business. If au-
thorities bring charges for white-collar crime, they also can
lead to loss of liberty for some people.

Evaluation:

In June 2020, the Department of Justice’s Criminal Di-
vision updated its Evaluation of Corporate Compliance
Programs. Essentially, the government white paper offered
guidelines for prosecutors to consider when they deliberat-
ed over offering leniency, non-prosecution agreements, or
deferred-prosecution agreements to businesses. According
to the guidance, prosecutors must question the business as
follows:

» Is the corporation’s compliance program well de-
signed?

ComplianceMitigation.com / Team@ComplianceMitigation.com
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» Is the program being applied earnestly and in good
faith? In other words, is the program adequately re-
sourced and empowered to function effectively?

» Does the corporation’s compliance program work in
practice?

If we know that prosecu-
tors will ask those questions
when assessing a business’s
compliance program, then
business leaders and team
members should ask simi-
lar questions. By investing
time, energy, and resources
to understand the impor-
tance of compliance, lead-
ers can design a best-prac-
tice approach in the design of
their compliance training.

Large companies may deploy re-
sources to hire white-glove law firms that specialize in risk
management. Those law firms may earn millions of dollars
in fees by doing a deep dive to understand a company’s op-
erations.

They will perform risk assessments to identify potential
problems, assessing the regulatory landscape, the potential
clients and the business partners, as well as transactions
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with foreign governments, payments to foreign officials,
use of third parties, political contributions, and so forth.

Small to mid-size companies may not have the resourc-
es to hire such law firms. Yet if they’re doing business, their
lack of resources will not make them any less vulnerable
to investigations and potential prosecution. In fact, those
small-to-medium-sized businesses may be easier targets for
government investigators.

For this reason, all businesses benefit by helping team
members learn more about the real-life consequences that
followed for people that lost their liberty as a result of gov-
ernment investigations.

Such training spreads awareness on the collateral conse-
quences that could result from bad decisions made during
the course of business.

In making people more aware, our team at Compliance
Mitigation can lessen risks for individuals and for business-
es that want to show a commitment to minimizing prob-
lems with regulators.

Companies that want to minimize risk levels would be
prudent to train their team members. As we say at Compli-
anceMitigation.com:

» We did the time so you won't have to.
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Corporate Fraud:

Internal corporate fraud is an ever-growing problem.
Government prosecutors bring charges against thousands
of people every month for white collar crimes. Those charges
leave businesses vulnerable to ongoing problems, includ-
ing massive legal fees, large fines, and potentially, criminal
liabilities.

Management leaders may not have a clear process on
how to prevent fraud, or how to respond if they uncover a
fraud. We offer this introductory compliance course to as-
sist companies with the following objectives:

1. Help all team members understand the implications of
a government investigation,

2. Identify best practices within corporate operations,
and encourage employee compliance,

3. Improve messaging and corporate storytelling,
4. Minimize risk to litigation,

5. Teach businesses how to develop a best-practice ap-
proach to respond to a government investigation, and

6. Develop a mitigation strategy in the event of a govern-
ment investigation.

We encourage company leaders to use the modules our
team at Compliance Mitigation creates to help all people on

ComplianceMitigation.com / Team@ComplianceMitigation.com
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the team understand the costs and collateral consequenc-
es of a government investigation. Strength comes through
proper preparation.

Members of our team have worked with numerous en-
trepreneurs that didn’t know their business practices vio-
lated regulations, or how their pol-
icies could expose them to the
enormous costs of litigation
or a government investiga-
tion.

. gy m—

For example, a small
business that advertised
debt-relief services ac-
cepted advance payments
from consumers. The busi-
ness owner hired scores of
telemarketers that sold the ser-
vice. By accepting advance payments
from consumers, the business leaders and decisions makers
made themselves vulnerable to government investigations.
They weren’t aware of the Federal Trade Commission’s pro-
hibitions against collecting advance fees.

Nor did they understand how a government investiga-
tion could lead to:

» litigation,

ComplianceMitigation.com / Team@ComplianceMitigation.com
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» an asset freeze, and
» forfeitures that would cripple their business.

Good compliance training helps leaders make better de-
cisions. By investing time to both learn and teach, leaders
can create a culture that minimizes exposure to risks in an
era of big government.

Larger companies have different complications. People
become complacent, expecting that they’re operating with-
out risk to regulation or interference from government. Sad-
ly, many rank-and-file employees get dragged into inves-
tigations. Their responses to the investigations can bring
them into further problems.

Our nation’s prison system confines thousands of peo-
ple that once worked in large companies. Prosecutors con-
victed those people of white-collar crimes, even though the
people professed to be doing their jobs without any knowl-
edge that they were breaking laws.

Although people may begin working in a company with
the best of intentions, something can happen during the
course of a person’s career to throw them off track. Thinking
that they could get away with certain actions, some people
engage in behavior without fully understanding the conse-
quences.

ComplianceMitigation.com / Team@ComplianceMitigation.com
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For example, consider the case of David Smith, who
faced charges for crimes he committed while on the job as a
manager at Quest Diagnostics.

David faced personal financial problems and, as a re-
sult, concocted a complex reimbursement scheme, creating
systems that would lead his employer to reimburse him for
fraudulent expenses.

Smith created fake companies, invoices, and expense re-
ports for payments he’d supposedly made on Quest’s behalf.
An internal investigation revealed that Smith had forged
his boss’s signature. The internal investigation uncovered
losses totaling more than $1.2 million. Quest referred the
case to the FBI. A judge sentenced Smith to five years in
prison. Beside the financial loss and Smith’s criminal liabil-
ity, the distraction undermined confidence in Quest Diag-
nostic’s management team.

Better compliance training serves companies and indi-
viduals by:

» Broadening an awareness of the consequences that fol-
low white collar crime,

» Helping people think before they compromise their val-
ues, and

» Providing transparency into businesses processes, po-
tentially lessening occurrences of internal corporate
fraud.

ComplianceMitigation.com / Team@ComplianceMitigation.com
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Fraud Triangle:

People like David, in the example above, may not set out
to engage in fraudulent behavior but unforeseen circum-
stances can impact behavior. Educators identify a “Fraud
Triangle” that, theoretically, create a perfect storm for fraud.
The three corners of the triangle include:

» Opportunity: A person like David Smith had to be in
the position that would allow him to create the scheme.
If he were not in a managerial position, he would not
have been able to initiate the scam.

» Pressure: David Smith’s supervisors may have con-
sidered him a competent, trustworthy employee. They

may not have known pressures he felt in his personal
life.

» Rationalization: A person like David Smith may think
that the company is so big and profitable that no one
would even notice the missing funds.

Although hindsight is 20/20, we can always learn from
real case studies:

¢ What if Quest Diagnostics invested more resources
in its compliance systems?

¢ What if the training systems included lessons on
the high costs of corporate fraud, both for the busi-
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ness and for the people that knowingly engage in
white-collar crime?

David Smith may have been in a position to commit the
fraud, he may have felt pressure, and he may have been
able to rationalize his crime.

» The question remains: would better training have con-
vinced him to act with more integrity?

» Would the company benefit by helping more people un-
derstand the costs associated with white-collar crimes?

WorldCom and Internal Fraud:

Further consider the example of Walt Pavlo, a person
who writes a popular column for Forbes online. In January
2001, a federal judge sentenced Walt Pavlo to 41 months
in federal prison. The sentence followed
Pavlo’s conviction for white-collar
crimes that included money laun-
dering, wire fraud, and obstruc-
tion of justice.

Walt had worked hard to
earn an engineering degree and an
MBA. Those credentials led to a lead-
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ership position at MCI WorldCom, one of the world’s most
valuable companies at the turn of the century.

In his role as a finance manager, Walt described pressure
he felt to report higher revenues than the company earned.
The supervisors that oversaw his department wanted to
boost WorldCom'’s financial performance, likely with pres-
sure from the top. When Walt saw that other leaders en-
tered fraudulent transactions, he felt justified to create his
own fraud to enrich himself.

Ordinary people may not expect a multi-billion-dollar,
global corporation like WorldCom to engage in fraud. Nei-
ther would they expect a family man with a professional
education to exploit the fraud he discovered—then create
his own scam.

Members of our team have met and interacted with thou-
sands of people that served time for white-collar crimes.
Despite leading or working with companies that had com-
pliance-training manuals, they did not get the message.

Noncompliance and Fraud:

To make compliance a part of any corporate culture,
leaders should include regular training that includes re-
al-life stories. Those stories will help all team members ap-
preciate the magnitude of problems that come with a gov-
ernment investigation. When leaders and team members

ComplianceMitigation.com / Team@ComplianceMitigation.com
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grasp the severity of consequences, fewer people will par-
ticipate in the type of behavior that can increase risk levels
for businesses and organizations.

As an added bonus, by investing in compliance train-
ing that works, businesses and individuals may qualify for
leniency or mitigation in the event that investigators begin
asking questions.

It's impossible to predict who might commit fraud with-
in an organization. The vast majority of people that engage
in white-collar crime do not have criminal histories. Yet as
the theory of the fraud triangle suggests:

» those people may be in a position to commit fraud;

» they may feel pressure that induces them to participate
in fraud;

» they may rationalize their behavior for any number of
reasons.

Good training may lower risk levels for businesses and
for individuals. Consider statements that our team at Com-
pliance Mitigation found during research for the creation of
our course materials:

» According to Carnegie Mellon University’s report on
Insider Fraud in Financial Services, employees work-
ing in accounting, operations, sales, upper manage-

ComplianceMitigation.com / Team@ComplianceMitigation.com
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ment, customer service, purchasing, and finance com-
mit 75% of all corporate fraud.

» Employers frequently assume that people always act
with integrity, even after being hired. Since businesses
incentivize managers to focus on meeting targets and
goals rather than detecting fraud, commitment to on-
going compliance training frequently suffers.

» In a report that Intel published, Grand Theft Data, in-
side sources cause 42% of all company security breach-
es. Those security breaches can lead to government in-
vestigations and litigation, exposing businesses and
individuals to enormous levels of stress.

» Corporate fraud represents
one of the government’s
highest criminal priori-
ties. The FBI estimates
that white-collar
crime costs Ameri-
cans more than $300
billion annually.
Those crimes run the
gamut, from account-
ing schemes designed to
deceive management, inves-
tors, auditors, and analysts about the
true financial condition of a company, to cases involv-
ing fraud on the government and insurers, vendors,

ComplianceMitigation.com / Team@ComplianceMitigation.com
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and clients. Government agencies scrutinize telemar-
keters, brokers, crypto currency businesses, cannabis,
financial services, and the healthcare field.

» The FBI partners with numerous agencies to capital-
ize on their experience in specific areas such as secu-
rities, taxes, pensions, energy, and commodities. The
Bureau has placed greater emphasis on investigating
allegations of these frauds, and FBI agents frequently
broaden their reach by partnering with other agencies,
such as the:

0 Securities and Exchange Commission

¢ Commodity Futures Trading Commission
¢ Federal Trade Commission

¢ Internal Revenue Service

¢ Department of Labor

0 Federal Energy Regulatory Commission,
¢ US Postal Service

¢ Secret Service.

» The Department of Homeland Security has its own in-
dependent mandate to criminally pursue fraud, finan-
cial crimes involving blackmail, contract fraud, grant

ComplianceMitigation.com / Team@ComplianceMitigation.com
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fraud, money laundering, bribery, immigration fraud
and program theft.

» Government investigations are likely to increase as a
result of COVID-19. The CARES Act, subjects compa-
nies to additional scrutiny by establishing three new
oversight bodies:

O the Office of the Special Inspector General for Pan-
demic Recovery within the Treasury Department;

¢ the Pandemic Response Accountability Committee,
consisting of the IGs for Departments of Defense,
Education, Health and Human Services, Homeland
Security, Justice, Labor and the Treasury, among
others; and

0 the Congressional Oversight Commission. In fact,
dozens of cases have already been brought in con-
nection with abuse of the Payroll Protection Pro-

gram (PPP).

The Value Proposition

Building a compliance program will protect businesses,
shareholders, communities, and individuals. On the sur-
face, the investment may feel like a wasteful expense and
hassle. Yet effective compliance programs represent an op-
portunity to both increase revenues and decrease risk for

ComplianceMitigation.com / Team@ComplianceMitigation.com
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debilitating costs. They provide an excellent return with
peace-of-mind. As an aside, they may pay for themselves
in a variety of ways, including:

» Lowering exposure to fraud, waste, and theft of com-
pany assets,

» Creating a more inspiring corporate culture with trans-
parency,

» Reducing insurance costs,
» Opening opportunities for increased efficiencies, and

» Improving internal communications and messaging
with prospective customers.

Good compliance metrics may also put a company in a
good position for a deferred prosecution agreement (DPA),
which may avoid total disruption. Sometimes, the govern-
ment brings an action but realizes it needs the assistance
of the company to prove wrongdoing. For example, fed-
eral prosecutors entered into Deferred Prosecution Agree-
ment with Samsung Heavy Industries in 2019. The compa-
ny agreed to settle matters by paying a fine and cooperating
with the government’s investigation of bribery. The DPA
likely saved millions of dollars for shareholders and may
have spared some people from going to prison.

ComplianceMitigation.com / Team@ComplianceMitigation.com
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Maintaining compliance equips employees to do their
jobs well, reach career goals, and keep customers happy. To
paraphrase Warren Buffet:

» It takes five years to grow a reputation, and five min-
utes to ruin it.

An integrated compliance program becomes a valuable
corporate asset. Leverage the compliance training so that
people can empower themselves to reach their highest po-
tential. By showing everyone to act in accordance with cor-
porate values, leaders protect the enterprise, the team mem-
bers, and they increase shareholder value.

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

What is Corporate Fraud?

Lesson Two

ing body of law. Congress and state legislatures

create laws with one thing in mind and prosecu-
tors then often utilize those laws in ways never initially
envisioned. Federal and state RICO (Racketeer Influ-
enced and Corrupt Organizations Act) statutes serve
as perfect examples.

Corporate fraud includes an expansive and grow-

These laws have led to more bureaucratic agencies that
promulgate their own regulations totaling millions of
pages. Agencies that include the Federal Trade, Com-
mission, the Environmental Protection Agency, the Se-
curities and Exchange Commission, and numerous oth-
ers search for violations of their regulations.

People may violate these laws and regulations, despite
not having knowledge or intent. Unsuspecting individ-
uals and companies often find themselves in the cross-
hairs of a government investigation and don t even see
it coming. Without a proactive plan of legal mitigation,
a person can unwarily face severe civil and criminal
repercussions.
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To understand corporate fraud, we should begin with
a basic review of how our nation’s founders struc-
tured our government. Almost all people that attended
school in America remember that we have three separate
branches of government:

» Legislative Branch: Includes the Senate and the House
of Representatives. In these two houses of Congress,
legislators pass laws that people in our country must
follow. The Congress also controls the country’s bud-
get.

» Executive Branch: Our president leads the Executive
Branch, signing legislative bills into law, and oversee-
ing numerous administrative and law-enforcement
agencies to ensure people comply with the laws.

» Judicial Branch: The president appoints judges at the
district court level to make factual findings, appellate
court judges to assess due process in the lower courts,
and the Supreme Court, which has the final say over
all courts in the United States.

Since we declared our independence, our nation’s gov-
ernment has grown. As a result, every individual and every
business is subject to following more than 4,500 laws and
millions of pages of regulations in the federal system. Be-
sides the federal system, each of our 50 states has its own
body of laws. Like the federal government, each state has

ComplianceMitigation.com / Team@ComplianceMitigation.com
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many regulatory agencies and law enforcement divisions
that enforce compliance.

Despite starting with an intent to create jobs and solve
problems for customers, on any given day, business lead-
ers could violate regulations or laws. Sometimes, decisions
made in the course of business can lead to civil or criminal
investigations. Sadly, investigators can also draw rank-and-
file employees into those investigations.

The investigations may start in any number of ways.
Ordinarily, they begin in secret. Investigators gather infor-
mation with hopes of building a case. They may seek doc-
uments to review. They may identify people with whom
they want to speak:

» As witnesses to a government investigation,
» As subjects to a government investigation, or
» As the target of a government investigation.

Whether a person responds as a witness, a subject, or
a target, when people respond to government investiga-
tors, they expose themselves to potential liability. Despite
not knowing whether they’ve done anything wrong, peo-
ple may face civil or criminal charges for corporate fraud,
obstruction of justice, or any number of white-collar crimes.

With so much at stake, it makes sense for people to learn
as much as possible about government investigations and
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how they operate. More knowledge about government in-
vestigations will help people make better decisions. In some
cases, it makes sense for companies or individuals to hire
an experienced white-collar criminal defense lawyer to re-
view compliance programs and get an opinion on levels of
exposure to government investigations.

How Do Government Investigations
Begin?

Agencies like the Securities and Exchange Commission
(SEC) and the Federal Trade Commission (FTC) publish ar-
ticles on their websites that offer information on how they
begin investigations. Those agencies do not hide the fact
that investigations begin in secret.

Neither business owners, nor the
people that work in the businesses,
will know that they’re being in-
vestigated until the agencies are Jf
ready to reveal what they’re do-
ing. An agency will not make its
case public until the investiga-
tive team believes it has the evi-
dence to prevail in the lawsuit or
complaint.
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Investigators may begin making inquiries for any num-
ber of reasons. They may receive a tip, or a complaint. That
tip may come from a disgruntled consumer, from a whis-
tleblower, or from a representative at a consumer-protec-
tion group, such as the Better Business Bureau. Once the
complaint begins, the investigators start working to gather
data. If the data suggests that the target has violated reg-
ulations, or engaged in corporate fraud, the agency may
choose to handle the matter administratively, or it may file
a lawsuit in court.

Business owners and employees protect themselves
when they understand the power of government investiga-
tors. That means, if they’re talking over the phone, if they're
sending an email, if they're sending a text message, they
may want to think about how government investigators
would construe their words. The more knowledge a person
has about what could happen, the more cautious a person
would be when communicating within the organization, or
with prospective consumers.

For example, in a case that the Federal Trade Commis-
sion was making against a real estate developer that oper-
ated a call center, investigators conducted an undercover
call. The undercover agents went through the company’s
process:

» Step 1: They filled out a lead form on the company’s
website.
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» Step 2: They agreed to participate in a telephone pitch
at a scheduled time.

» Step 3: They started a recording before the pitch, identi-
fying themselves as agents of the FTC, stating the date,
time, and stating that the purpose of the call was to in-
vestigate the real estate developer.

» Step 4: The agent’s spoke with the developer’s repre-
sentative and asked questions with an intent of gather-
ing evidence to build their case.

» Step 5: After the call, the agents marked the recording
into evidence, without the representative ever know-
ing that she was speaking to a government agency, and
that her voice had been recorded and would be used to
further a government investigation.

» Step 6: Later, after the FTC filed its lawsuit, the telemar-
keting sales agent became subjected to a deposition un-
der oath. If investigators believed that the telemarketer
had lied, or misled consumers, they could threaten her
with either civil or criminal charges.

What is the takeaway from the information above?

As business owners, it’s crucial to recognize that gov-
ernment investigators have many resources at their dispos-
al. When they begin investigations, they have an interest
in penalizing the company and the individuals that work
with the company. Since the agents have authority to con-
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duct their investigation in secret, they do not have a duty to
let the person know that they’re being recorded.

Our team at Compliance Mitigation wants to help both
business leaders and team members protect themselves. As
citizens, we protect ourselves when we document every
stage of our processes. We want to show that we’re acting in
good faith, because government investigators will always
view our decisions from a cynical perspective—exposing
people and businesses to sanctions.

In the example of the real estate comp
ny, the business could have protected
itself by publishing the scripts it cre-
ates for telemarketers. Each of those
scripts should have been stored on
a cloud-based system. Then, the
business should invest in training,
confirming that each of the tele-
marketers understood the corpo-
rate messaging—messaging that
should have been vetted by an at-
torney who would be knowledgeable
about the telemarketing sales rule.

Further, the telemarketers should confirm how often
they’ve been trained to speak in accordance with corporate
messaging—and the penalties associated with noncompli-
ance.
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Businesses should also train team members on the pen-
alties that follow for those found to have violated agency
regulations, rules, or laws.

Legal Exposure

Business leaders may not be trained in law, but igno-
rance of the law will not shield them from a government
investigation. Government investigators will rely upon a
doctrine known as respondeat superior. The translation from
Latin means “Let the master answer.” In other words, gov-
ernment agents may hold employers liable for the acts that
employees perform during the course of the job.

As an example, we'll offer insight into a case that led to
imprisonment for several officers and directors of a pub-
licly traded company. These are people that served time in
federal prison, along with members of our team. We have
personal knowledge from listening to their stories.

Those people have since been released from prison, and
they’ve gone on to build productive lives. Since the pur-
pose of this exercise is to help our course participants under-
stand the risks, and not to hurt other people, we’ll change
the names of the people involved.
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» Those who want to research the matter may search for

the U.S. Securities and Exchange Commission case:
CV-03-2834 R (RNZBx) (C.D. Cal.)

While confined at the federal prison camp in Lompoc, a
member of our team met James. As a young entrepreneur,
he launched an Internet advertising company. James lat-
er hired other people to join his company, including Mike,
who served as the company’s senior vice president of busi-
ness development, Lisa, who served as the company’s vice
president of finance, and Cindy, who served as the compa-
ny’s controller and director of finance.

Eventually, investment bankers brought the company
public and it performed well during the dawn of the Inter-
netera. Rather than having a background in finance, James’s
expertise came from selling advertising. He relied upon his
team to keep track of records. The company’s compensa-
tion plan incentivized people to build higher levels of sales,
as all of the company’s leaders had stock in the company. If
the company performed well with growing sales, the stock
price would rise. If sales faltered, the company’s stock price
would drop in the market.

When a recession threatened to slow sales, Mike, Lisa,
and Cindy hatched a scheme. They conspired with leaders
at another company. Basically, company A agreed to pur-
chase goods and services from company B, and company
B agreed to purchase goods and services for the exact same
amount from Company A. Company A sent money to com-
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pany B, masquerading the transaction as a sale; then, com-
pany B sent the exact same amount of money back to com-
pany A, masquerading the transaction as a sale.

The sham purchases boosted sales so that investors
would think that each company continued bringing in ro-
bust sales, even though the conspirators created those sales
artificially. In reality, the conspirators understood that those
transactions did not represent authentic sales from actual
consumers.

As CEO and president of the company, James had direct
supervisory authority over Mike, Lisa, and Cindy. James
was not on the sales team, nor did he have a finance back-
ground. He lacked the requisite skill to under- stand how
Lisa and Cindy would account for the
transactions on the financial state-
ments. Nevertheless, James bore
responsibility for the actions
of the people that worked for
him.

Several years later, a larg-
er company made an offer
to acquire James’s compa-
ny. During the due diligence
phase, forensic accountants re-
searched all of the corporate records
of James’s company. When the audi- tors
discovered the sham sales transactions, the accountants no-
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tified investigators at the Securities and Exchange Com-
mission. Investigators subpoenaed the records, launching a
government investigation.

Before the investigators began to ask questions, they had
a clear understanding of the deception. Yet neither James,
Mike, Cindy, nor Lisa knew that they had been under in-
vestigation. When the questions came, they did not know
how to respond. Each person lied to the investigators. The
people did not know that lying to a federal law enforce-
ment officer exposed each person to a criminal conviction,
and the potential for up to five years in federal prison.

As the civil investigation advanced, the agents ques-
tioned people as witnesses, as subjects, and as targets. Peo-
ple had to hire lawyers. When prosecutors threatened to
bring criminal charges that could expose them to decades
in prison, the people began to cooperate in exchange for le-
niency.

Our team member met both James and Mike in federal
prison. Both of them said that had they known the severity
of the crime, and the punishments that could follow, they
would not have participated.

James and Mike spoke of their perspectives at the time
of the crime. When company A purchased a product from
company B, and then company A sold a product to compa-
ny B for the exact same amount, James and Mike believed

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 33

that it was a wash. They did not see any harm coming from
the transaction.

They did not consider the viewpoint of government
regulators or prosecutors. In the eyes of law enforcement,
James and Mike participated in a conspiracy to deceive in-
vestors. As such, they violated securities laws. By violat-
ing laws, they faced a criminal prosecution. With the gov-
ernment investigation and criminal prosecution, they had
to spend millions of dollars in attorney fees. Further, they
damaged their professional reputations, they lost their lib-
erty, and they have to live as convicted felons.

Questions to Consider:

» As the company’s CEO, what level of culpability did
James have for the decisions that Mike, Lisa, and Cin-
dy made?

» In what ways would knowledge about criminal penal-
ties influence corporate leaders like James, Mike, Lisa,
and Cindy?

» Who would law enforcement officials identify as vic-
tims in the case above?

» What type of training could protect a company against
decisions like those that James, Mike, Lisa, and Cindy
made in the case example above?
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During corporate training sessions, it may help for lead-
ers to work through these types of role-playing situations.
By helping people understand how government investi-
gations begin, we can go a long way toward helping team
members make better decisions. Hopefully, we can also less-
en corporate vulnerability to government investigations,
and also reduce the number of people that face charges for
white-collar crime.
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Risk Exposure and Fraud

Lesson Three

leged business activities. Corporations exist to

earn a profit and maximize shareholder value.
Yet requlations make them vulnerable to various ethical
rules, such as ones that might damage the environment
or harm employees.

qud charges can stem from any number of al-

When businesses hire people, task them with responsi-
bilities, or interact with consumers, they assume vari-
ous liabilities. Authorities may charge them with violat-
ing requlations or laws that can threaten the business’s
existence, or liberty for individuals.

Leaders find it impossible to supervise every aspect of
an employee’s work life or eliminate exposure to fraud
or liabilities.

Compliance programs may help team members under-
stand how their decisions can make them or their busi-
ness vulnerable. By making more team members aware
of risk, they may make better decisions, reducing expo-
sure to litigation.
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hen it comes to limiting exposure from corporate
fraud, we can learn from two philosophers, Socra-
tes and Sun Tzu:

» Socrates gave us the wise saying, “Know thyself.”

» Sun Tzu followed with the equally wise saying, “Know
thy enemy.”

With Socrates, we're taught the importance of introspec-
tion. When we reflect upon the connection between our past
decisions and our “where we are today,” we see relation-
ships. The decisions we made as children opened opportu-
nities for us.

Similarly, decisions we made in early adulthood influ-
enced the careers that we built. As we look forward, we can
see the road ahead. Theoretically, that exercise in introspec-
tion and contemplation should influence how we think and
how we act. Just as the decisions we made yesterday influ-
ence where we are today, the decisions that we’re making
today will influence what we become in the months, years,
and decades ahead.

Sun Tzu, author of The Art of War taught that in addi-
tion to knowing ourself, we also must know our enemy.
The more we know about how our enemy thinks, the better
we can prepare.
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Rather than defining an “enemy” as a human being, we
can use the concept of an “enemy” to serve as a framework;
besides being a person, an enemy may include a way of
thinking, or an action, or a state of affairs that we want to
avoid. If we consider “obesity” as an “enemy” of our goal
to fitness, we may want to avoid actions that lead to obesity.

As business leaders, we want to avoid litigation and
government investigations. That’s the enemy. Unless we're
lawyers or professionals that earn aliving defending against
litigation or government investigations, we want to mini-
mize our exposure to activities that could lead to our being
deposed, or standing as an “accused” inside of a courtroom.
Litigation can bring excessive risks that threaten to under-
mine our businesses, our careers, and po-
tentially our liberty.

For these reasons, we need
to give a great deal of thought
to our businesses, our careers,
and how our decisions can put
those businesses and careers on
the pathway to success—or ex-
pose us to risks. We also need to
think about how people that earn
a living from either litigation or gov-
ernment investigations think. The more we know, the bet-
ter we prepare ourselves to make good decisions, and the
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stronger we become at making decisions that can decimate
all that we’ve worked to create.

Two political philosophers, John Locke and Thomas
Hobbes, offer us more insight that we can use as we consid-
er risk and mitigation. Thomas Hobbes, author of Leviathan,
advised on how leaders should govern. At our core, Hobbes
believed that as human beings we are basically beasts that
fight for survival. To build a society, we need laws to keep
people in order. Without strict laws, Hobbes believed that
people would act in their own self-interest and to the det-
riment of the broader society. Enforcement of strict laws
keeps people in order.

John Locke, on the other hand, believed that people are
rational. We all behave in accordance with what we have
learned. At conception, according to Locke, we begin with
a blank slate. But every experience makes an impression
upon us. Those impressions shape how we think and how
we act.

» If we're born into struggle and chaos, we may learn
how to adapt in accordance with what we see.

» If we’re born in privilege, we act and believe in accor-
dance with what we see.

Asrational beings, Lockebelieved thatjust as welearned,
we could also unlearn.
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Unlike Hobbes, who believed that it was the threat of
punishment that kept us in line, Locke held that our expe-
riences determine who we are, and what we become. As a
society, then, according to Locke, we should invest to help
people learn how to behave in ways that advance our com-
munities. Some may consider John Locke as the father of
liberalism.

These philosophical understandings are all highly in-
formative in assessing a company’s vulnerability to fraud
and how to best protect against it.

Philosophy and Risk Management:

Whether we own a business, or we work to earn a pay-
check, we all advance when we think as if we’re the CEO of
our life. And as a CEO, we can rely upon some basic tenets
that include:

» Tenet 1: We've got to start by defining success. What
are we trying to achieve?

» Tenet 2: We’ve got to document the strategy that will
take us from where we are to where we want to go.
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» Tenet 3: We’ve got to create tools, tactics, and resources
that will help us succeed, to achieve that documented
strategy.

» Tenet 4: We've got to execute our strategy every day,
and we’ve got to measure our progress.

To use lessons from Sun Tzu, we advance prospects for
success when we minimize risks, or exposure to the enemy:.
To use lessons from Socrates, we need to introspect con-
stantly.

When Socrates said, “the unexamined life is not worth liv-
ing,” he advised that we all should make connections be-
tween the decisions we’re making today, with the poten-
tial risks and rewards that we’ll experience
tomorrow.

We can lessen our risk levels, or our
exposure to litigation and government
investigations, when we understand
the thinking patterns and motivations
of regulators—or our opposition.

Like Thomas Hobbes, government
regulators believe that if we've come
under their purview, we're beasts by na-
ture—out to deceive and defraud consumers,
as we prioritize our self-interest. Regulators will define suc-

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 43

cess with injunctions, fines, disgorgement, corporate shut-
downs, and decimation of businesses.

To lessen risks of litigation and government investi-
gations, our team at Compliance Mitigation helps people
understand the various types of corporate fraud; people
should have a clear understanding of the exposure that ac-
companies fraud. Through this lesson, people will learn
why a personal investment in compliance and risk-mitiga-
tion goes a long way toward advancing prospects for suc-
cess.

Various Type of Corporate Fraud:

Fraud charges may begin with either civil or criminal in-
vestigations; those investigations may stem from any num-
ber of alleged activities. An non-exhaustive list of those ac-
tivities may include:

1. bribery,

forgery,

copyright and trademark infringement,
overbilling,

price fixing,

AN S

embezzlement,
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7. insider trading,

8. data theft,

9. unscrupulous telemarketing,
10. money laundering,

11. wire fraud,

12. mail fraud, and

13. deception.

With more than 4,000 criminal statutes, and millions of
pages of government regulations, investigators have many
more charges at their disposal. Any of those laws or regula-
tions can prompt a government investigation.

For such reasons, business owners do well when they
invest time and energy to learn about what happens when
investigators bring allegations of fraud. Since the acts of em-
ployees can launch an investigation, it makes a lot of sense
to include such training for all new hires.

Any decision made during the course of business can
threaten to undermine the enterprise.

When business leaders help all members of the compa-
ny’s team understand these concepts, they are better situat-
ed to avoid problems that can lead to government investi-
gations or criminal prosecutions.
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Authorities can charge executives for decisions they
made while on the job, and they can also bring charges if
people under their control engage in any type of act that
they deem nefarious. Those charges can destroy careers,
decimate shareholder value, and lead to the loss of liberty.

Even if an individual did not carry out the act, authori-
ties may bring conspiracy charges. With a conspiracy charge,
authorities will look to “overt acts” that they believe would
further a conspiracy. Conspiracy charges prove to be very
useful for prosecutors because they require a lower thresh-
old of proof; further, conspiracy may not require intent, yet
they could bring penalties that are identical to those that
would exist if the fraud had been consummated directly.

One of the numerous cases brought during this past de-
cade against healthcare providers may be instructive. A
director of physical therapy regularly performed services
for patients and supervised the services of other therapists,
signing approvals for the work of others.

Separately, to further the enterprise, a marketing compa-
ny (retained by the owners of the healthcare provider and
not by the director of physical therapy) orchestrated media
campaigns to spread awareness of the business’s services.
Rather than charging a set fee for its services, the healthcare
provider paid the marketing company on a per-patient ba-
sis. If the marketing company’s efforts resulted in a new pa-
tient, the healthcare provider would compensate the mar-
keter.
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The government launched an investigation for “patient
brokering.” Although the marketing company thought its
billing approach would reward it for
success, legislators deemed the 4}
practice illegal.

Patient brokering rep-
resents a hot-button top-
ic for regulators. Prosecu-
tors filed charges against
many people within the
organization. According
to prosecutors, the CEO
“should have been” bet-
ter supervising the market-
ing department. The director @
of physical therapy “should
have known” that the company
engaged in patient brokering and
that patient brokering was against the
law. The marketing company should not have participated.

Each person in the conspiracy bore liability. The director
of physical therapy chose to fight the charges at trial. After
a jury returned a guilty verdict, the judge sentenced him to
12 years in prison.

For these reasons, stakeholders should understand the
nature of corporate fraud and the allegations that may fol-
low from a government investigation. By learning how

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 a7

regulators attach risk and learning more about the risk-ex-
posure to corporate fraud, we help people make better de-
cisions.

Knowledge can prove an effective first line of defense
against any potential exposure.

Common Types of Corporate Fraud

Every company faces unique challenges with respect to
fraud, depending on the specific type of business. For ex-
ample, a chain of pharmacies may not have the same level
of exposure to the Foreign Corrupt Protection Act as a steel
manufacturer that sells its products around the world.

Nevertheless, in our era of big government, profession-
als that value their liberty should learn about the various
types of fraud, and the risk exposure that accompanies alle-
gations of wrongdoing. Such knowledge, theoretically, will
help people make better decisions:

Corporate Account Abuse:

All companies maintain corporate accounts to track
transactions. Those corporate accounts may allow employ-
ees to order shipments on credit from a supplier; or the
company may issue corporate credit cards so that employ-
ees don’t need to come out of pocket for travel expenses.
Managers are often too overwhelmed to extensively review
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details, so long as the dollar amounts and types of expenses
listed seem reasonable.

Corporate executives may use their corporate accounts
to order car services, stay at luxury hotels, take first-class
flights, and enjoy other perks while on a business trip.
Many think nothing of keeping the frequent flyer miles and
hotel points, even though those points technically belong to
the company. Some credit-card benefits may include cash-
back programs for expenses paid by an employee and reim-
bursed by the company.

What policies exist to track these transactions? Investi-
gators with the IRS may want to know.

Members of our team served time with an executive
that got wrapped up in a government investigation that
stemmed from an alleged abuse of expenses. After a pros-
ecution, a judge sentenced him to serve a lengthy term in
prison.

If business owners or professionals blur the line with
regard to how they account for expenses, they expose the
company and their lives to potential civil or criminal liabil-

1ty.
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Overbilling:

Overbilling practices can also lead to charges of fraud.
For example, we knew the owner of a plumbing supply
company that used some of the products in inventory to re-
pair rental properties. He then wrote off the items as busi-
ness expenses, declaring he lost toilets as being lost due to
damage. When a disgruntled employee turned him in to
authorities, a government investigation ensued. He went to
prison for tax fraud.

Vendor Systems:

Managers should be aware of one of the more common
variations of fraud: setting up phantom vendors and creat-
ing fraudulent invoices for non-existent goods and services.

This type of fraud requires planning and plotting by the
perpetrators, but all managers can get wrapped up in the
problem. Investigations that reveal this type of fraud can
bring both civil and criminal liability.

Bribery:

Either giving or receiving something in exchange for a
purchase order or project can lead to liability.

Regardless of where the bribe takes place, criminal
charges can follow. In fact, Oderbrecht, a large Brazilian
company paid a $3.5 billion fine in 2016 for bribery that took
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place outside of the United States; the CEO went to pris-
on. DOJ prosecutors hold that bribery threatens our nation-
al security and the international free market system. And
the FBI uses all available resources to both investigate and
bring charges for corruption related to bribery.

Smaller independent contractors sometimes feel pres-
sured to offer bribes just to get their foot in the door and
keep it there. For example, we knew a former military con-
tractor and West Point graduate that paid a bribe in the form
of a “no-show” job to someone instrumental in helping him
get a sizable military contract. The contractor, in turn, billed
the Army $422,704 for the purported work. After a govern-
ment investigation, a six-year sentence followed.

Payroll:

A company owner or manager has hiring discretion.
Abusing that discretion, however, can lead to charges of
corporate fraud. For example, if a company provides em-
ployment to a person that does not perform any duties for
the business, investigators may allege a fraudulent transac-
tion. The allegation may be that the company took an un-
fair business expense by providing employment to some-
one that did not provide any service.
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Sales:

If companies try to push revenues into a specific time
frame in order to manipulate accounting, investigators may
allege fraud. Remember, although we can control what we
do, we cannot control what other people do. Accounting
scandals can result when people turn their employers in to
authorities.

Consider the case of an executive we knew that worked
with one of the world’s largest software companies. In the
years 1998 through 2000, the company began prematurely
reporting $3.3 billion in revenues from 363 software con-
tracts, creating what the SEC later facetiously referred to as
35-day months.

Wanting to exceed Wall Street expectations to support
the company’s rising stock price, the company used ac-
counting trickery. The investigation resulted in the compa-
ny paying a $225 million settlement; eight people went to
prison.

Dating of Documents:

Dozens of companies faced option-backdating scandals,
which led to government investigations, fines, huge dis-
ruptions within their organizations, and imprisonment for
some. Although companies have the right to issue option
grants, their accounting practices must comply with regu-
lations to order to withstand the scrutiny of investigations.
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Evading Management Supervision:

Telemarketing employees may increase their compensa-
tion levels by increasing sales. If not trained properly, how-
ever, they may go off-script. When anyone deceives con-
sumers to strike a deal, that person may put the employer,
and his or her liberty at risk.

Concerns for Senior Management

Business owners and managers want to increase val-
ue with job performance. Similarly, investigators will want
to distinguish themselves on the job by building cases that
lead to findings of culpability or guilt. With that in mind,
leaders should develop an understanding of the following
charges that investigators or prosecutors may bring:

Conspiracy:

the company and management can be held liable for con-
spiracy, regardless of whether the fraud was actually cul-
minated. To prove a conspiracy existed, prosecutors must
identify the elements of the offense—like a conversation to
deceive consumers.

Then, they must show that the participants engaged in
an overt act, like designing a marketing brochure. The de-
ception does not have to take place—only the effort to de-
ceive. Those actions can lead to a conviction for conspir-
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acy on any fraud charge, as many people in prison have
learned.

Aiding and Abetting:

Sadly, a well-intentioned effort at damage control can
lead to charges of a cover-up. We know one person who en-
joyed fishing and regularly caught fish without checking or
worrying about the limits.

The Coast Guard stopped him for a random check. An
officer spotted the captain throwing fish overboard in an
attempt to cover up a catch of under-sized fish. The Coast
Guard pressured the captain to provide evidence against
the owner, or face charges for aiding and abetting.

Investigators may bring charges for aiding and abetting
for any number of reasons, including shredding or destroy-
ing corporate documents. A good compliance program can
shield a leader from such charges, especially if they train
regularly on the importance of compliance.

Obstruction of Justice:

When investigators or prosecutors believe that a wit-
ness has willfully tried to block the investigation, they may
bring charges for obstruction of justice. For example, pro-
viding false statements or tampering with or destroying ev-
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idence—even before an investigation begins—can lead to
criminal charges.

We got a chance to know a media mogul who once con-
trolled theworld’sthird-largestEnglish-languagenewspaper
empire, which published more than 300 newspapers includ-
ing The Daily Telegraph (UK), Chicago Sun-Times (U.S.), The Je-
rusalem Post (Israel), National Post (Canada). He was world
renowned and even anointed a Lord by the
Queen of England.

His title didn’t keep him from get-
ting charged with 8 counts of fraud
for a payment of $5.5 million that al-
legedly unjustly enriched him. While
fighting those charges, he removed
13 boxes of documents from his of-
fice, which were merely copies of doc-
uments he’d already handed over to the
SEC. That action led to additional charges
for obstruction of justice. The media mogul ap-
pealed and beat the original charges; yet he still had to serve
37 months of the original 78-month sentence because of the
obstruction of justice charges.

Responsible Corporate Officer Doctrine:

In some instances management and the company can
even be held liable for failure to prevent a wrongful action,
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such as in instances of “public welfare” and certain regula-
tory offenses.

One such instance involved the sale and distribution of
tainted eggs and salmonella, leading to criminal liability for
the father and son in charge of the company, even though
they were not directly involved with day-to-day quality
control procedures.

Avoiding Fiduciary Duties:

Honest Services fraud has led many people into the
crosshairs of an investigation, and to prison. Politicians and
corporate executives perform duties that can be interpreted
as favors on any given day.

Voting for a particular bit of legislation, for example, or
developing a corporate complex in a specific area. Certain
people stand to benefit from these decisions and if any of
them can be reverse engineered back to a vote or decision,
that can spell potential trouble.

Control Person Liability:

A person who legally controls another person or enti-
ty (and it need not be complete control) can be held jointly
and severally liable (i.e. responsible for the actions) for the
wrongful acts of the controlled person/entity.
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We know a former executive of a publicly traded corpo-
ration. His company made an acquisition and he delegated
material aspects of the merger to several other high-level
executives to deal with the details. When the CEO signed
and attested to documents filed with the SEC, he exposed
himself to criminal liability.

Later, prosecutors charged the CEO and other execu-
tives for not recognizing possible warning flags and relying
on assurances by subordinates. The government claimed
the CEO signed off on financial statements in “reckless dis-
regard” of the truth of their contents. The conviction result-
ed in a fine of $1 million and a 10-year sentence.

The examples above show the risk exposure for corpo-
rate fraud. To minimize exposure to such risks, we encour-
age regular training on best-practices for compliance at ev-
ery level of the organization.
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Government Investigations

Lesson Four

overnment investigations begin much like can-
cer. They start hidden and slowly, continuing to
grow as the individual goes about his or her dai-

ly life, unwittingly subject to this dangerous situation.
Eventually, the danger becomes apparent.

Detecting the cancer early presents the best chance to
lessen the danger. Similarly, if business leaders under-
stand how government investigations begin, they can
take steps to minimize exposure to such dangers.

Government investigations typically begin with a com-
plaint from any number of sources. Prosecutors may
pressure to bring additional people into the orbit of
criminal justice, sometimes coloring the truth in the
process.

Our goal at Compliance Mitigation is to guide clients
toward best practices in internal fraud prevention, doc-
ument retention and liability mitigation to help best
survive legal scrutiny.
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Business leaders and team members should under-
stand how government agencies begin investiga-
tions. As discussed in earlier modules, at the start of most
investigations, neither business leaders nor front-line staff
know that agencies have taken an interest.

Despite a lack of knowledge on the company’s part,
investigators may be gathering evidence to build a case
against the company.

For more insight, we can turn to an article that Mark
Eichorn published. In his article, If the FTC Comes to Call,
Mr. Eichorn, an FTC administrator, wrote:

“All of our investigations are nonpublic. That means we
can’t disclose whether anyone is the subject of an investiga-
tion... FTC staff typically begins with an informal investiga-
tion, usually by reviewing publicly available information
or even reaching out to the company directly... What we
learn may lead us to conduct a full investigation....”

» https:/ /www.ftc.gov/news-events/blogs/busi-
ness-blog /2015 /05 /if-ftc-comes-call

Mr. Eichorn’s statements, taken directly from the FTC
website, confirm that government agencies begin their in-
vestigations in secret.

Other readily accessible information lets us know that
all government agencies operate in the same, clandestine
way. The agencies gather information until they choose to
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file a case. By the time an agency files a case, the investiga-
tors have an abundance of evidence that they believe will
allow them to prevail in a lawsuit. They may sue the com-
pany, or they may bring charges against people that work
in the company.

Leaders of the Securities and Exchange Commission re-
veal that they begin investigations in the same way as the
FTC. SEC investigators may notice unusual trading activity
on public exchanges, or something in the media may perk
their interest. Another pathway to an investigation may
start with a whistleblower-type complaint from a customer
or from an employee who wants to cash in on a reward that
follows a settlement.

Any of those scenarios could lead to a government in-
vestigation. The target of the investigation may not know
about the investigation until the day of a subpoena, raid, or
arrest. By that time, the agency will have gathered moun-
tains of evidence.

If an investigative agent or officer of a government agen-
cy gets a hint of potential illegal activity, either by a whis-
tle-blower, via another active case, or through various data
mining techniques, the agent will begin to investigate fur-
ther. Once an investigation begins, investigators within the
agency, together with government attorneys, will decide
whether or not to proceed. If they choose to proceed, they
may identify witnesses, subjects, or targets. None of those
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people will typically be aware that government officials
have begun making inquiries.

Business owners would be wise to remember that gov-
ernment investigators advance their careers by bringing
people or businesses down. An investigator’s motivation
may influence the way he or she perceives business opera-
tions. Investigators tend to view evidence from a light that
is unfavorable to the business or target.

Once government investigators identify a potential wit-
ness, subject, or target, they accumulate evidence that will
sustain a finding of guilt. They do not look for evidence that
will exonerate a person.

Our team at Compliance Mitigation has come to expe-
rience that when investigators find evidence that would
weaken an investigator’s case, the agents may seek to over-
look it. For these reasons, we encourage people to keep
accurate records that will exonerate them, or mitigate the
charges that may come.

Like sales leaders train their teams to overcome objec-
tions, investigative teams train their staff to look at all evi-
dence with a suspicious eye. Unethical government investi-
gators may even try to hide exculpatory evidence. As we’ve
stated previously, all business leaders should remember the
perspective, or framework that investigators bring to their
work:
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» A government investigator prepares for promotions by
identifying deception, or noncompliance with regula-
tions. With the growth of our government, legislators
and administrative agencies have many laws and reg-
ulations that lead to fines, injunctions, disgorgement,
and potentially criminal prosecutions. Investigators
advance their careers when they find wrongdoing.

For these reasons, every team member grows stronger
with a better understanding of how to comply with regu-
lations. That compliance training will help a business save
the enormous expenditure of defending against a govern-
ment investigation.

Further, the investment of time and energy into com-
pliance training will help all team members become more
profitable. When they communicate with coherent messag-
ing, every person becomes “unconsciously conscious” about
how to define excellence within every role in the company;
they inherently know how to do the right thing, every time.

Good compliance brings numerous benefits to business
owners. On the surface, comprehensive compliance leads
to more effective internal fraud-prevention systems. Com-
pliance systems can, however, also greatly improve docu-
ment retention, thereby protecting the business in the event
of a government investigation. Effective mitigation strate-
gies should also help to shield business owners and team
members from legal scrutiny.
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The Investigative Phase:

To help business leaders appreciate the need for a com-
pliance strategy and ongoing training, our team at Com-
pliance Mitigation created this lesson to teach how inves-
tigations evolve. Generally speaking, many investigations
begin with some type of complaint. As stated earlier, the
complaint may come from disgruntled customers, compet-
itors, suppliers, or the business community.

Employees, too, may alert government officials to what
they perceive as wrongdoing by acting as internal whis-
tleblowers. They may even file civil whis-
tleblower lawsuits, also known as
qui tem cases, going after the
massive rewards that result
from successful whistleblow-
er lawsuits. In that sense, in-
vestigators and aggressive
lawyers consider employ-
ers as lead-generators that
can bring, potentially, mas-
sive fines and billable hours.

In the macro sense, we
know that high-pressure prose-
cutorial tactics lead to many gov-
ernment investigations. With our na-
tion’s commitment to mass incarceration,
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investigators feed the ecosystem that leads to more prose-
cutions and builds population levels in prison.

Every year, our nation spends more than $100 billion to
fill our nation’s jails and prisons. To keep them full, investi-
gators work to bring charges against more people and busi-
nesses for white-collar crimes. Although some people have
a criminal mindset and begin businesses with an intent to
deceive or defraud victims, many people commit “crimes”
without any intention or knowledge that they are violat-
ing laws. For example, the crime of cash structuring has led
many people to prison, despite those people not having had
any intent to break the law.

Cash structuring makes it a federal crime for any person
to make cash deposits in certain circumstances. If prosecu-
tors can prove that a person made a series of deposits that
were under $10,000 for the specific purpose of evading the
requirement to file a currency transaction report (whether
that was actually the intent or not), the prosecutors may
bring criminal charges for cash structuring.

As an example, let’s say a car dealer sells cars for $9,000.
Let’s say that the car dealer sold five cars each day. Each
time he sold the car, he brought the money to the bank and
made a deposit. If the person filled out a currency trans-
action report, the person would be in compliance with the
law—even though he did not deposit $10,000. If the person
did not complete the cash transaction report, that individ-
ual could be liable for a felony conviction, because author-
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ities may accuse him of making a pattern of deposits that
amount to less than $10,000 in order to avoid completing a
cash-transaction report.

The person in the example above did not intend to vio-
late the law. He completed an invoice system and he paid
appropriate tax. The money lawfully belonged to him. Yet as
a result of his failure to complete the necessary cash transac-
tion report, prosecutors could bring felony charges; a judge
could sentence him to prison. Members of our team have
served time in prison alongside several people because they
violated cash structuring laws. Those people did not intend
on violating the law; they did not know laws restricted the
way they could access or deposit their money.

In the law-and-order system of the United States, inves-
tigators have massive power. They may question individ-
uals and government attorneys may depose them under
oath.

The answers those witnesses give during government
investigations can lead to further problems. Government
investigators may incentivize people to talk by offering im-
munity in exchange for testimony, thereby putting more
people under scrutiny and bringing more people into the
system.

A hypothetical example may help to illustrate how a
government investigation can begin. Let’s say a policeman
pulls a car over for erratic driving. The person driving the
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car may be a professional of some sort, a physician, for ex-
ample. The physician may be driving under the influence.

Understanding that driving while intoxicated could
threaten his license to practice medicine, the doctor may re-
quest to speak with a detective. The doctor may offer ev-
idence of a fraudulent billing system to overcharge insur-
ers. The detective may have authority to drop the driving
offense in order to secure the physician’s cooperation if the
physician would help to build a bigger case against some-
one else. The threat of punishment, or loss of earnings,
leads many people to become government informants that
launch new investigations.

Investigators with various government agencies, in-
cluding the FBI, the SEC, the FTC, the DHS, the ICE, or any
other agency will make an initial determination on whether
to advance the investigation.

They may choose to proceed with a civil investigation,
or they may work with law enforcement to launch a crim-
inal investigation. Agencies have the authority to conduct
civil investigations on their own. Criminal investigations,
however, require prosecutors; those prosecutors may work
with either with the US Attorney’s Office, or with the state
Attorney General’s office.

Both civil and criminal investigations bring enormous
pressure on a person. Every person on our team at Compli-
ance Mitigation has personal experience with those investi-

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

1,.»-‘_“1._
(rMml

). COMPLIANCE 101 o6

gations and the consequences that follow. A case may begin
with a civil investigation. As evidence surfaces, the inves-
tigation may turn criminal, which brings more stress, more
expense, and higher levels of risk.

Once investigators choose to advance, they begin to
subpoena documents related to the suspected activity. They
may want to review bank and brokerage accounts, phone
records, email records, social media etc.

They can also request warrants to
listen in on phone calls and re-
view electronicactivity inreal
time. Again, targets may or
may not know that they’re
being investigated.

Investigators  typi-
cally do not want a po-
tential target to know
anything about the inves-
tigation at the outset and
will ask people they inter-
view to be discreet and not
mention anything. In some cas-
es, investigators make their investi-
gations obvious. They may want to push the target to act
inappropriately, while the investigators gain or create addi-
tional evidence or charges.
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At some point, a target becomes aware or suspicious
that an investigation is underway. Whether investigators
identify a person as a potential witness, subject, or target,
the person would be well advised to understand his or her
options. People can take specific actions to minimize poten-
tial exposure.

The primary focus during the preliminary phase of a
white-collar crime investigation is “what was done” and
not “who did it.” The earlier a person can persuade inves-
tigators or prosecutors that a crime did not take place, the
more likely a person would be to get a better outcome.

As investigators and prosecutors spend more time on a
case, they become more vested in getting the “win,” which
doesn’t always equate with justice. They want a finding of
guilt.

The Prosecution Phase:

If an investigative team feels it has sufficient evidence,
then the government agency will bring public charges. In
civil investigations, the agency may bring either an admin-
istrative proceeding, or it may file a lawsuit in federal court.
With criminal charges, the prosecutor may file a criminal
information or complaint.

Prosecutors may also convene a grand jury. In a grand
jury, the prosecutors present evidence to members of the
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grand jury, then request those members to indict the person
or the company.

In either civil or criminal investigations, investigators
may request a judge to issue a search warrant to raid a per-
son’s home or place of business. Citizens should expect that
investigators will seize everything possible to help them
build a case. They will take computers, cell phones, and all
paper records that the warrant authorizes. The investiga-
tion will result in significant disruption to a person’s life; it
could also obliterate prospects to continue business opera-
tions.

Later, government lawyers will schedule interviews and
depositions. They will subpoena bank records and question
third parties. They do not spare any expense in gathering
evidence that will help them build a case. In order to less-
en exposure to risk, many people within the organization
will offer evidence to assist the investigation—sometimes
crawling deeper into an investigative trap.

Investigators typically coordinate a strategy to under-
mine the business and personal life at every level. Remem-
ber the nature of a government investigator. Perhaps an
analogy is in order. I'll paraphrase an analogy from Aesop’s
Fables:
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The scorpion wants to cross to the other side of the riv-
er, but it does not know how to make it across. When the
scorpion sees an otter in the water, it requests to ride
across the river on the otter’s back.

The otter responds, “but if I let you get on my back,
you'll sting me and I will die.”

The scorpion responds, “why would I do that? I am ask-
ing you to help me.”

The otter agrees and transports the scorpion across the
river. Just before the scorpion climbs off the otter’s back,
the scorpion stings the otter.

The otter whimpers, “But why did you sting me? I
helped you by bringing you to the other side of the river.
Now I'm going to die.”

The scorpion responds, “It's in my nature.”

Remember that it’s in the nature of everyone on the in-
vestigative team to convict people and businesses. People
that build careers as government investigators want high
profile convictions.

For this reason, business leaders and team members
should adhere to best practices at all times.
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Recommendation:

1. Create comprehensive policies that will keep the busi-
ness and the team members free from the prying eyes
of government investigators.

2. Keep accurate records and keep backup materials in
cloud-based systems so they are always protected.

3. Create a well-documented process map to show the
reasons behind every decision in the business.

4. Train the team members relentlessly.

5. Hire third-party auditors with appropriate levels of ex-
pertise to review corporate processes.

Some of the fallout from a government investigation in-
cludes reputational damage. Local and potentially nation-
al media will offer salacious details, fed by investigators.
Internet searches may place a government’s press release
at the top of a search result. Such reputational damage can
lead to enormous complications for a business, and for the
individuals identified in the media report. Blogs and post-
ing boards may follow, leading to further stress.

A government investigation will likely lead to the loss of
clients, business associates, and abandonment from friends.
To avoid being tainted by the investigation, people will scat-
ter and sever ties.
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Our team has numerous examples that show how gov-
ernment investigators will taint unrelated parties. We know
of a medical office that terminated a woman’s employment
because authorities brought an indictment against her hus-
band; investigators did not allege that she had anything to
do with the crime.

Investigators will use every tool in their arsenal to pres-
sure people to cooperate with an investigation. As a result
of their Grand Inquisitor tactics, collateral damage will fol-
low.

Much like business owners crave favorable press for the
services they provide, investigators welcome the shock and
awe of a well-publicized investigation. For this reason, they
frequently favor:

1. the pre-dawn raid at a target’s home, with dozens of
agents sporting massive firepower, and

2. the blitzkrieg arrest at a corporate headquarters, where
scores of agents will come in with windbreakers em-
blazoned with branding of the government agency.

Investigators do not reserve such tactics for big-time
drug dealers, Wall Street titans, or political stars. They use
such aggressive tactics routinely, for strategic reasons. In-
vestigators want targets to act irrationally. They want peo-
ple to protest innocence, or to lie.
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Although the target may be new to the proceeding, the
investigator knows and understands that with a show of
force, some people will lie to the investigators. When those
people lie to a law-enforcement officer, they commit a feder-
al criminal offense, under Title 18 of the United States Code,
Section 1001. Investigators will use those lies as leverage,
threatening imprisonment and other problems, to induce
further cooperation.

The more people know, the better people can prepare.
Our team at Compliance Mitigation will help you.
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Signs of Investigations

Lesson Five

ile government investigations begin covert-
Wy, they leave clues. Don't ignore the signs.
Create good compliance programs that ques-

tion whether the business and the team members op-
erate in accordance with rules and regulations. When

signs suggest that something is wrong, take action to
minimize exposure to damage.

Out of an abundance of caution, banks and broker-
age firms may cut ties with a business or individual
if they’re questioned by authorities. They do not want
to incur the expense of responding to investigations.
Business leaders must be on the alert for any sign that
authorities are asking questions that could undermine
the company.

A strong compliance program minimizes exposure to
investigations. The sooner a business can document a
good-faith strategy to operate in compliance with laws
and regulations, the better the business positions itself
for leniency in the event of an investigation.
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hat are some of the early signs that a government

agency has launched an investigation? Subtle clues
may surface. For example, a trusted friend or colleague may
start asking questions, or sending emails that detail crimi-
nal acts.

Those inquiries may be fishing expeditions, or an effort
to get incriminating evidence, like an admission of com-
plicity in wrongdoing. It's important to understand that, in
many cases, informants help to expand government inves-
tigations by providing information, hoping to lessen their
own exposure to culpability.

Investigators want to learn as much as possible, and
they want to bring as many people as possible into the in-
vestigation. By questioning people as either witnesses, sub-
jects, or targets,

investigators gather information to build cases. In most
instances, investigators urge witnesses to be discrete if
they’re seeking to advance possibilities for leniency.

Besides going after witnesses that provide information,
investigators may also seek cooperation from financial in-
stitutions. Those questions can, and often do, lead to ac-
count closures without an explanation. Although a small
business owner may be oblivious to the costs of a govern-
ment investigation, financial institutions have a deep bench
of lawyers on staff, keeping an eye out for the institutions’
interests.
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All corporate leaders want to mitigate risk that can lead
to damages against a firm. Executives in a financial institu-
tion, therefore, may elect to sever ties with an account hold-
er if they learn of a government investigation. They do not
want investigators dragging them into depositions or in-
quiries.

Consider, for example, the problems and expense that
Deutsche Bank experienced as a result of the endless gov-
ernment investigations into the byzantine finances of Presi-
dent Donald Trump. Every member of our team at Compli-
ance Mitigation can offer insight into the ways that financial
institutions will close accounts after they learn of a govern-
ment investigation.

In anticipation of disruptions to both personal and busi-
ness accounts, anyone that owns a company or works in a
company should develop a best-practice compliance guide
to help avoid the disruptions that a government investi-
gation can bring. Executives and employees must also be
aware of, and prepared for, the steps to take when they sus-
pect a government investigation might already be under-
way.

Watch for Red Flags:

At Compliance Mitigation, our team members served
time alongside thousands of people that suffered the pains
of a government investigation; we’ve all gone through in-
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vestigations ourselves. We can reflect on the red flags we
missed along the way. Had we understood the implications
of those warnings, we could have taken precautions to min-
imize exposure.

For example, investigators approached the former CEO
and Chairman of a Nasdaq 100 company for questioning.
When the CEO called his general counsel, the lawyer told
him that it would be fine to speak with the investigators
alone, as the CEO didn’t have anything
to hide. Later, through legal pro-
ceedings, the CEO learned that in-
vestigators had carved out a spe-
cial deal for the general counsel;
the lawyer served up the CEO
as “a bigger fish” to satisfy the
government’s lust for a head-
line-grabbing investigation
and prosecution.

The markets use many met-
rics to assess the performance of
a CEO. Markets may look at reve-
nue growth, profit growth, and market
share. Investigative teams, though, work by
an entirely different set of metrics. They advance their ca-
reers by bringing people and businesses down. Such moti-
vations influence them to go after cases that generate head-
lines. Later, investigators and government attorneys rely
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upon such results as evidence of their value when advanc-
ing their career in government or as they transition to the
private sector.

Long before an indictment comes down, investigators
leave clues. It’s crucial for all parties to keep their eyes wide
open. Neither business leaders nor team members should
minimize the complexities of a government investigation,
including enormous levels of personal stress. The poten-
tial for exposure to criminal charges, injunctions, and enor-
mous expenses can lead to total devastation for those that
do not have a plan.

Marathon Levels of Stress:

Investigations typically play out over many years. The
uncertainty disrupts business operations and obliterates
personal sanity. The targets of a government investigation
may feel powerless and helpless.

As a precautionary measure, leaders should engineer
compliance programs to protect against such disruptions.
Regular training should help people understand how do-
ing their job correctly will minimize exposure to investiga-
tions and charges for white-collar crimes.
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Based on our experience, we recommend that business
owners use a solid plan to prepare, at the soonest possible
time. For example:

Step 1:

» Create documents that clearly show how the organiza-
tion defines success.

Step 2:

» Create documents that lay out a step-by-step plan, de-
tailing every aspect of the organization. On a regular
basis, preferably quarterly, but at least annually, revisit
the plan and make adjustments.

Step 3:

» Create tools, tactics, and resources to articulate precise-
ly how the organization functions and allocates resourc-
es. Show the investment that the corporation makes to
train all staff members, and to communicate the mes-
sage to all vendors and consumers. Build a system to
organize how the corporation keeps records, with ef-
fective backup plans.

Step 4:

» Show the steps the corporation takes to measure prog-
ress. Make sure that each team member is aware of the
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documentation, and schedule periodic training to re-
fine best practices.

Leaders should take defensive measures to protect the
business and all team members, knowing that investiga-
tions begin in secret and can occur at any time.

PRE-EMPTIVE MEASURES

Hire a white-collar criminal defense attorney:

Entrepreneurs may have transactional and business
lawyers to help them draft contracts. Yet as the business
grows, leaders should also think about risks in the market-
place. They cannot live like an ostrich.

What does an ostrich do? Theory has it that an ostrich
buries its head in the sand while in the presence of lions
and hyenas; foolishly, the ostrich believes that if it cannot
see the predator, the predator will not be able to devour the
bird because the predator won’t see it either. That strategy
doesn’t work out so well for the ostrich. And, it won’t work
out so well for business owners or executives that try to ig-
nore the threat of big government.

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 80

The best offense is a great defense, so invest in writing
out the corporate story. Create messaging that details every
aspect of the corporate strategy.

Document everything from how the company processes
incoming mail, to how the company attracts customers, to
how the company sanitizes the bathroom, to how the com-
pany deals with complaints. The writing may seem tedious.
Yet a written plan will demonstrate at-
tention to detail, the kind of detail
that lets investigators know the
company takes compliance se-
riously. A compliance plan
should protect the business
and all team members.

To the extent possible, §
hire an attorney that special-
izes in white-collar crime.
Task the attorney with assess-
ing pertinent parts of the com-
pliance manual. Business leaders
protect themselves when they in-
vest resources to show a commitment
to comply with laws and regulations. Such an investment
may open opportunities for leniency, deferred-prosecution
agreements, or non-prosecution agreements in the unfortu-
nate event that a government investigation begins.

3P
SRR E
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The best chance to negotiate for leniency is before inves-
tigators bring charges. If a business gets appropriate coun-
sel, leaders may minimize disruptions that could obliterate
the business, and lead team members to prison.

Conduct an Internal Investigation:

Despite best efforts, and a strong compliance program,
businesses sometimes learn of wrongdoing within the or-
ganization. If that happens, the business should take imme-
diate, pre-emptive action. One proven technique that has
saved many businesses and business leaders from prosecu-
tion stems from internal investigations.

If a business leader conducts regular compliance train-
ing and auditing, those efforts could potentially lead to the
discovery of wrongdoing. At that stage, the business exec-
utive must make a decision on how to proceed. As an ex-
ample, we can cite the case of Robert Smith, Chairman and
CEO of a private equity group.

He formed the Excelsior Trust in Belize and Flash Hold-
ings in Nevis. Smith relied upon third parties to conceal his
beneficial ownership and control of those companies, but
he controlled both offshore structures; Smith used those en-
tities to avoid paying U.S. taxes.

To facilitate the venture, he relied upon foreign bank ac-
counts in the British Virgin Islands and Switzerland to hide
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assets from the IRS and from the U.S. Treasury Department.
As a result of his financial structuring, Smith did not report
more than $200 million in partnership income.

Authorities did not know about Smith’s criminal behav-
ior. Yet, Smith understood that he broke laws. When pres-
sured by a Swiss Bank to self-report, he was slow to come
to the table. He continued to file false documents.

At some point, he began listening to a lawyer that per-
suaded him to cooperate and work toward a non-prosecu-
tion agreement with the Department of Justice. Smith had to
forfeit claims of more than $300 million. Had he waited for
the government to bring an indictment, he would have also
had to litigate his way out of criminal charges that could
have led to multiple decades in federal prison.

For more details, take a look at the following press re-
lease and accompanying documents:

» PressRelease: Private Equity CEO Entersinto Non-pros-
ecution Agreement on International Tax Fraud Scheme
and Agrees to Pay $139 Million, to Abandon $182 Mil-
lion in Charitable Contribution Deductions, and to Co-
operate with Government Investigations

O https:/ /www.justice.gov/opa/pr/private-equi-
ty-ceo-enters-non-prosecution-agreement-interna-
tional-tax-fraud-scheme-and-agrees
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» Statement of Facts: Exhibit to Robert E. Smith Non-Pros-
ecution Agreement

0 https:/ /www.justice.gov/opa/press-release/
file /1327911 /download

» Non-Prosecution Agreement

¢ https:/ /www.justice.gov/opa/press-release/
file /1327906 /download

How did Smith persuade the government to issue a
non-prosecution agreement? Well, from the documents
above, it becomes clear that he served up a bigger fish. As
a result of Smith’s cooperation, the government brought
criminal charges against the CEO of a computer company.

Government investigators will always look for a big-
ger fish. That strategy feeds the ecosystem of mass incar-
ceration. When our government creates incentives to bring
more people into the system, everyone becomes vulnera-
ble. For that reason, it’s best to develop a best-practice com-
pliance system, with total awareness that “Big Brother” is
always watching, as George Orwell advised.

Review Your Insurance Policy:

Many corporate insurance policies include fraud-pro-
tection provisions. Those policies may cover both legal costs
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and fines (up to a predetermined dollar amount). An effec-
tive policy protects officers and directors from the enor-
mous litigation costs that accompany a government inves-
tigation. We encourage business owners to understand the
costs of litigation, and to purchase an appropriate amount
of insurance.

Effective business leaders should develop a solid ap-
preciation for the financial costs associated with defending
against a government investigation. Con-
sider, for a moment, the process:

» Investigators will subpoe-
na corporate documents.

» They will review ev-
ery email, invoice, sales
script, advertisement,

receipt, contract, and so
forth.

» They will take notes as
they question witnesses.

That investigation will result in tens
of thousands of pages, potentially millions of pages. It may
also include hundreds of hours of recorded phone calls.

Business leaders should have a realistic understanding
of the evidence that investigators will accumulate. On the
government’s side, dozens of agents and interns will sift
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through the evidence, categorizing it in a well-organized
manner.

They do not have to be sensitive to costs, unlike the tar-
get of the investigation. Investigators can deploy enormous
resources, without consideration of a cost-benefit analy-
sis. The investigators then deliver all of that information
to government attorneys. Those attorneys will use that evi-
dence to bring charges against individuals and potentially,
the business.

Discovery:

When people hire defense attorneys to represent them
in a government investigation, those defense attorneys look
forward to the “discovery” phase. While the business own-
er will consider the mountain of evidence a burdensome
nuisance, the defense attorney may see something else: bill-
able hours.

Indeed, the defense team will insist upon reviewing ev-
ery piece of evidence the investigators accumulated. They
will insist on listening to every recording, watching every
video, reading every note that memorialized what a wit-
ness revealed. Attorneys review the evidence to prepare for
the case, to protect the client, and to make sure that they’re
ready to defend against accusations. Without insurance, the
client ends up paying for those hours, at great expense.
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In big cities like New York, San Francisco, Chicago, or
Washington DC, defense attorneys that specialize in gov-
ernment investigations bill at rates that may shock the con-
science of a typical business owner. Why? Because those at-
torneys are in the business of practicing law. In other words,
attorneys need to stay current with case law and regula-
tions and defense strategies.

To be the best in the world at what they do, attorneys
must invest countless hours researching decisions without
pay. Clients therefore pay for that expertise at rates that may
exceed $2,000 per hour.

Multiply that number by the hundreds (or thousands)
of hours necessary to read the mountains of evidence that
investigators present. For this reason, legal costs associat-
ed with defending against a government investigation can
easily surpass $10 million for some businesses.

Such fees can decimate a company that does not have
adequate insurance. For individuals that lack insurance in-
demnifying them against legal fees, a government investi-
gation can bring enormous personal stress and lead to per-
sonal bankruptcy.

Consider the case of Rod Kazazi, who held the posi-
tion of Chief Operating Officer for a real estate develop-
ment company when the Federal Trade Commission sued

his company for violating the Federal Trade Commission
Telemarketing Sales Rule and the FTC Act.
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Rod hired former Assistant U.S. Attorney, David Wiech-
ert, to represent him in the matter. Since Rod lacked finan-
cial resources to litigate the case, the attorney persuaded
Rod to cooperate with the investigation. His cooperation
could potentially shield him from liability on a judgment
that would exceed $100 million.

In order to settle the case, Rod Kazazi agreed to provide
false and unsubstantiated testimony to support the Feder-
al Trade Commission’s case. He also agreed to make a pay-
ment of more than $250,000.

In crafting the settlement agreement, the FTC attorneys
slipped in misleading language that would protect them,
at the expense of Kazazi’s attorney. Kazazi’s attorney did
not catch one particular sentence in a settlement agreement
spanning several thousand words.

As a result, the FTC later filed documents to void Ka-
zazi’s settlement agreement, and also hold the attorney per-
sonally liable for more than $250,000.

Key Takeaway:

» Business leaders should get a full understanding of
the costs associated with defending against a govern-
ment investigation. With that understood, each busi-
ness leader should consider purchasing an insurance
policy to cover the potential costs of litigation as soon
as is practical.
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Organize Records:

Business leaders invest well when they build effective
and well-organized record-keeping systems. In the startup
phase of a business, the organizational structure may exist
in the founder’s head.

All too often that structure remains with the founder,
even though the company would benefit by documenting
the corporate policies and procedures. By investing to build
exceptional record-keeping systems, an company simulta-
neously invests in risk management against government
investigations.

As the company grows, leaders of business should take
time to document strategies and procedures. To the extent
that they tell the company’s story well, they build a protec-
tive mechanism. Clear records will help them run the com-
pany better, and also minimize disruptions in the event of
litigation—assuming there’s a solid commitment to build-
ing an honest and ethical organization.

When the company has sufficient resources, the best step
would be to build an effective Customer Relationship Man-
agement (CRM) system. Some examples of CRM compa-
nies include Salesforce, Zoho, and Pipedrive. Those compa-
nies charge a per-user fee that may range from $30 a month
to more than $200 a month, per seat. Great companies use
CRMs for many reasons, including:
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» Tracking their relationships with every consumer,

» Measuring return-on-investment with regard to mar-
keting, sales, and operations,

» Making certain that all team members relay the right
corporate message to consumers, and

» Creating a central repository for all corporate commu-
nications, records, and transactions.

An investment in a CRM can protect against govern-
ment investigations. It can also help the business track the
customer journey and more effectively communicate the
company’s value proposition to consumers.

A CRM becomes especially effective for business leaders
that invest the time and energy to document their compa-
ny’s workflows. Regardless of whether the company invests
in a CRM, the company should definitely invest in a system
to organize and secure files—especially when it comes to
storing data on customers. A data breach of customer infor-
mation can lead to civil investigations with severe penal-
ties—especially if the company is later determined to have
acted recklessly with consumer information.

Remember that the destruction of company records
during a government investigation can lead to criminal
charges for obstruction of justice, or other crimes. The more
leadership teams understand how much time, energy, and
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resources that government investigators will invest to build
a case, the more they appreciate the need for caution.

Under the ostensible guise of furthering their agency’s
mission, unethical government attorneys may suborn per-
jury or hide evidence that could prove favorable to an in-
dividual or business they want to target. Good leaders will
invest in transparency, knowing that at any time, govern-
ment investigators may be listening or monitoring a busi-
ness’s activities.

Talking with Government Investigators:

The Fifth Amendment of the U.S. Constitution protects
people from having to speak with a government investi-
gator. No one can be compelled to provide evidence that
could, theoretically, be used against a person. All Ameri-
cans should understand that government investigators go
through extensive training to pull evidence they can later
use against a person.

If a government investigator asks questions, remember
that the investigator is trying to gather evidence to build
a case. The investigator may say that he is simply trying
to get an understanding of what happened. Getting to the
truth, however, doesn’t advance the investigator’s career.
Investigators get promotions when they build cases against
people and businesses that lead to findings of liability or
guilt.
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With that in mind, remember that no one has to talk to
a government investigator. But if a person chooses to speak
with a government investigator, that person should follow
two principles:

Principle 1:

» If a person chooses to speak with a government inves-
tigator, the person should not lie. Lying to a govern-
ment official is a federal crime, punishable by up to
five years in federal prison—for each lie.

Principle 2:

» If a person chooses to speak with a government inves-
tigator, the person should hire competent counsel. Al-
though the lawyer cannot protect a person from lying,
the lawyer can better advise the person on how gov-
ernment investigators may use any statements to build
a case to reach the investigator’s agenda. Make no mis-
take, the investigator aspires to bring charges against
people or businesses.

Just as some business leaders will do or say anything to
increase profitability, some government investigators will
do or say anything to induce people to incriminate them-
selves or others. They want evidence that lead to findings
of liability, or guilt.
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Compliance Training

Lesson Six

ood employees begin their careers with good in-
tentions. They want to do their job, earn a living,
and pursue future career advancement. Unex-

pected circumstances may change a person’s behavior.
A robust compliance program can alter the equation.

Proper training builds a two-tiered system that both

reduces a company’s exposure to charges of fraud and
its risk of becoming a victim of the fraud itself. It creates
a supportive corporate culture that can remediate fraud
before it occurs.

Effective compliance programs may keep top-of-mind
the consequences of violating rules, regulations, and
laws. People may be less inclined to engage in misbe-
havior when they understand the costs and penalties
associated with a government investigation or prosecu-
tion for white-collar crime.

Good compliance programs can make all the difference.
The more proactive measures a company takes, the more
effectively it can show a good-faith effort to comply with
laws and regulations. Good compliance lessens the the
possibility of litigation.
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Establishing a compliance and training system begins

with a commitment to transparency. The first step

would be to document the company’s story and the value
proposition it offers to consumers. The next step would be
to write a process map and training schedule. The more de-

tail

leaders can bring to the process map, the more they will

minimize exposure or vulnerability to a government inves-
tigation.

Ideally, the process map would include details of every

function, including:

»

»

»

»

»

»

»

»

»

How the business goes about recruiting staff,

How the business organizes its hierarchy of positions,
How the business compensates staff members,

The roles and responsibilities of each staff position,
How the company trains staff members,

How the company attracts customers,

How the company selects vendors,

How the company processes customer orders, and
How the company retains records.

Documenting the company story should show the com-

pany’s good-faith effort to operate in compliance with all
regulations and laws.
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Further, the training should help all stakeholders un-
derstand consequences that can follow for those who fail
to comply with the company’s policies and procedures. Re-
sources from the Department of Justice and various reg-
ulatory agencies show that transparency goes a long way
toward protecting the business and the people that build
careers in the business.

Training will lessen a business’s exposure to charges of
fraud, but it can also lessen a company’s risk of becoming
a victim of fraud. Our team members at Compliance Miti-
gation have worked with more than 1,000 people that have
been charged with white-collar crimes.

Those people claim to have begun careers with the best
of intentions. Somehow, circumstances changed for them.
As a result, some of them became less vigilant about ethics
or morality. Other times, they broke laws without know-
ing how they were putting themselves and their companies
at risk. Good training will lower the company’s risk pro-
file. If that training includes lessons on the consequences of
white-collar crime, more people may refrain from making
the kinds of decisions that lead to criminal prosecution.

Overall Objectives:

1. If done well, compliance training will help everyone
in the company get a clear understanding of corporate
messaging. With better messaging, everyone on the
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team should work together to build a more efficient
and profitable enterprise.

2. The compliance training should help employees grasp
internal rules and regulations critical to their job re-
sponsibilities and tasks.

3. A good compliance training program helps a company
avoid penalties and even potential lawsuits.

4. Simultaneously, it should improve employee efficien-
cy, productivity, and satisfaction on the job.

General Requirements:

For a compliance training system to work effectively,
the leadership team must commit. If the leaders embrace
the organization’s goals and culture, the entire team will
be more effective. Leaders should understand the relevant
laws and know how to manage risk. Further, they should
understand how lowering risk levels can lead to a compa-
ny’s positive reputation, lessening the potential for penal-
ties or lawsuits.

Without good leadership, the company may be vulner-
able. The regulatory landscape may change, which could
bring further problems. Leaders should give clear guidance
with regard to all compliance matters.
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Besides commitment, the leadership team must imple-
ment the training effectively. Our team recommends creat-
ing logs to measure the following key objectives of compli-
ance training;:

1. Do all staff members understand their compliance re-
sponsibilities?

2. Does everyone understand how the compliance pro-
gram reduces risk?

3. In what ways does the compliance program minimize
potential legal liability?

4. How does the compliance program protect the compa-
ny’s reputation?

5. In what ways does the compliance program encourage
integrity in the corporate culture?

Compliance training should cover internal regulations
as well as external laws. Good leaders will understand the
importance of identifying areas at high risk for non-com-
pliance. They would then prioritize resources to document
a strategy showing sensible controls. A good compliance
system is like a good defense, providing leaders with con-
fidence that they could respond to an investigator’s ques-
tions.
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After covering the high-risk areas, leaders should create
systems to show their commitment to good corporate citi-
zenship. For example, the company may develop policies
to show the business’s position on:

» Customer service standards,

» Anti-harassment,

» Anti-discrimination,

» Anti-sexual harassment,

» Conlflicts of interest,

» Code of ethical conduct,

» Client confidentiality,

» Health and safety issues,

» Reporting protocols, and

» Issues particular to the business’s industry.

We encourage leaders to bring the training to life with
human stories and interactive exercises. The business may
build a stronger case of showing its commitment to compli-
ance by designing quizzes that measure what each partici-
pant learned. By making those participant responses a part

of each employee’s file, the company can build a stronger
case of its commitment to compliance.
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When employees earn their livelihoods from contact-
ing clients over the phone, for example, leaders may want

to include training exercises that profile dangers associated
with the FTC’s Telemarketing Sales Rule and the Do Not
Call List.

The FTC regularly brings cases against small, medium,
and large organizations if their investigations reveal a vio-
lation of FTC rules. The FTC’s website highlights how those
investigations have led to injunctions, fines, asset freezes,
and massive judgments against busi-

rance of how they were vio-
lating rules, regulations, or
laws.

Consider the FTC case
against Sanctuary Belize. In
that case, a real estate devel-
oper used television commer-
cials to advertise a 14,000-acre
community in Belize. The commercials
attracted viewers with images of crystal-clear water, palm
trees, and white-sandy beaches.

Those commercials induced people to visit the compa-
ny’s website. The website brought attention to what the de-
veloper called “a world-class marina” and other amenities
at the project. Consumers that wanted to learn more would
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fill out a lead-capture form on the website, expressing inter-
est in speaking with one of the developer’s sales reps.

Telemarketers would contact the prospective buyers
to schedule appointments. They would show a computer
screenshare of the property and respond to questions from
the consumers. If the consumer expressed interest, the tele-
marketer would coordinate a tour of the property in Belize.
When consumers saw the property in Belize, they would
make a decision on whether to purchase property in the de-
velopment.

Using that technique, the developer entered into con-
tracts with consumers, selling more than 1,000 homesites in
his massive development. Sales surpassed $100 million.

The Federal Trade Commission launched an investi-
gation, conducting an undercover call with the developer.
Investigators at the FTC went through the entire telemar-
keting pitch. Although they never visited the property in
Belize, they built a case to accuse the developer of deceiv-
ing consumers. The FTC alleged that developer deceived
consumers with coordinated misrepresentations.

As a result of those charges, investigators from FTC
stormed the developer’s offices in Irvine, California. They
seized computer records, all scripts, and other evidence to
build a case. They began an investigation that turned tele-
marketers, managers, and leaders into either witnesses,
subjects, or targets of their investigation. A lawsuit in fed-
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eral court resulted in an asset freeze. Litigation expenses
soared to several million dollars. In the end, a federal court
issued a judgment in excess of $100 million. Further, the
court placed enormous sanctions on the defendants, plac-
ing an earning cap of $5,000 per month on certain defen-
dants; that earning cap would last a lifetime, or until the
FTC fully recovered the full $100+ million judgment.

Had the company made a bigger investment in docu-
menting the story, as well as its commitment to compliance
training, the company’s leaders may have had a better de-
fense against FTC allegations that they were operating a
scam.

Regular Training:

Regular training represents another key component to
an effective compliance program. If the program does not
offer regular training, it will not move the needle in arguing
for leniency or non-prosecution agreements in a govern-
ment investigation. The company must show a true com-
mitment to building a culture of truth, honesty, and trans-
parency.

A good online system that makes all of the training ma-
terial easily accessible would show such a commitment to
compliance. Some training programs may require interac-
tive exercises, while others may require independent learn-
ing. All compliance programs should have a takeaway,
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showing that participants are learning. When companies
build records of compliance training, they protect the en-
terprise, the leaders, and the entire team.

Each component of the compliance training program
should include a designated person, or responsible party.
That person should have the appropriate training to over-
see compliance. For example, the person in charge of train-
ing telemarketers should show fluency with the FTC Act
and the Do Not Call List.They should be able to show how
and why the company trains all team members to comply
with such rules.

It's important to ensure that all employees have an op-
portunity to speak with a responsible party. The company
must be able to tell a story demonstrating the investment
it made to operate in accordance with all regulations and
laws.

Regular Analysis:

With changes in the regulatory landscape, an enterprise
must show a concerted effort to stay on top of changes in
laws and regulations and a pattern of continuously analyz-
ing the effectiveness of its compliance or training program.
Leaders should record every change, showing the compa-
ny’s commitment to excellence. By documenting best prac-
tices, the company goes a long way toward building credi-
bility with investigators.
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Some useful tools to demonstrate a willingness to ana-
lyze and improve may include:

» Confidential performance reviews from immediate su-
periors,

» Confidential performance reviews from subordinates,
» Randomized peer reviews,
» Quarterly reviews by senior management,

» Periodic company-wide town halls to discuss the gen-
eral direction of the company and important corporate
developments,

» Management accessibility via internal email, and

» Documented strategies for internal corporate commu-
nications.

An effective compliance program will show a compa-
ny’s commitment to do the right thing all the time, leading
to more confidence that the enterprise can withstand an in-
quiry by investigators.

Regulators look favorably upon such programs. By en-
acting steps to analyze and improve compliance policies,
leaders show that they are not running the company by the
seat-of-their pants, and that they’re not engaging in willful
blindness that can lead to charges of criminal negligence.
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Case Study:

Members of our team at Compliance Mitigation served
time alongside thousands of other people who were con-
victed of white-collar crimes. We knew one person who
owned a brokerage firm that specialized in trading bonds.
As the company grew, the owner began to delegate respon-
sibilities for day-to-day trading activities.

Instead of overseeing trades, the owner focused on
bringing in more capital. That strategy would have been
fine, provided that the owner created well-documented and
vetted compliance systems. Sadly, the owner did not.

Changing market conditions resulted in one of the lead
traders making a series of unprofitable transactions. The
trader then launched a series of events to cover up his deci-
sions. When markets went against him, he lost more money
than authorized, resulting in a margin call. The owner said
that he was not aware of the losses, and he lacked the capi-
tal to meet the margin call. Chaos ensued, leading to a flash
crash and obliterating the company’s entire portfolio.

The owner of the bond trading firm lost everything. A
government investigation followed. Prosecutors brought
charges against many people, including the owner for his
criminal negligence in failing to supervise employees. Af-
ter a guilty verdict, a judge sentenced the owner to serve a
prison term of longer than 10 years and saddled him with
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a restitution order measured in the hundreds of millions of
dollars.

Our team at Compliance Mitigation cannot vouch for
the validity of what the owner told us—after all, we met
him inside of a federal prison. On the other hand, we can
say that if he had devised a better compliance system, he
would have had a stronger defense against the charges that
the government brought against him.

Effective Compliance Programs:

Like a three-legged stool, in order to stand, an effective
compliance program should have three components:

1. The program should be clear with its objectives, com-
municating a commitment to compliance for all mem-
bers of the enterprise;

2. It should show a commitment to transparency; and

3. It should include training on well-documented written
policies, procedures, and standards of conduct. Hav-
ing clear written policies and procedures in place that
describe compliance expectations fosters uniformity
within the company.

Without all three components, the compliance program
will not serve much purpose in protecting the leaders or
members of the enterprise. A clear authority figure should
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oversee the compliance program, and the person in that
role should have appropriate training for oversight. That
person must accept responsibility for staff training and
demonstrate a good-faith effort to ensure every person in
the enterprise understands the purpose behind every poli-
cy. Some compliance training will be basic, essential for all
new hires. Other training modules may require monthly or
even daily accountability logs.

A good system will encourage two-way communication
throughout the organization. All team members should ex-
press confidence that the organization will consider their
ideas for improvement. If the organization is willing to lis-
ten to concerns, the company can strengthen its defense of
its commitment to act as a good corporate citizen.

All compliance training should include steps to doc-
ument how the responsible person within the company
monitors and audits compliance. A robust monitoring and
auditing system may induce all company representatives
to comply and shows corporate commitment to doing the
right thing. Such tactics should:

» Lessen the company’s exposure to risks,
» Contribute to more efficient operations,

» Improve corporate messaging,
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» Heighten each team member’s awareness of the dan-
gers of government investigations, and

» Offer more insight to the risk levels associated with
white-collar crime.

Corporate leadership must have the courage to be swift
and certain when it comes to discipline. Sometimes, such
a commitment can lead to an ethical dilemma. If a person
serves in a leadership role and has a history of being a rain-
maker for the company, owners may be reluctant to disci-
pline the individual for noncompliance. Yet if the rainmak-
er undermines the enterprise’s commitment to compliance,
the level of risk increases, often well in excess of the per-
ceived benefit of the business generated by such rainmaker.

Again, leaders protect a company with well-document-
ed commitments to transparency. If a team member fails to
comply with program requirements, a clear record should
show the appropriate corporate response.

When a company identifies vulnerabilities or violations
through monitoring and auditing, management must take
timely, consistent action to correct the issue. No company
can implement a compliance program expecting to have
considered all possibilities. We never know what we don’t
know. For this reason, leaders within the enterprise should
build a record of analyzing corporate compliance and mak-
ing improvements when necessary.
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Defining a Company’s Compliance Program:

Google caught the world’s attention with its simple cor-
porate motto: “Don’t do evil.” Since then, it’s become the
target of several government investigations.

A company strengthens itself when it clarifies the cor-
porate mission, then builds a compliance program that re-
flects a commitment to the mission. To that end, a company
should establish and maintain a culture that promotes:

M

Quality and efficiency,
» High standards of ethical and business conduct,
» The effective operation of the business,

» High-standard maintenance of customer, client and
vendor relationships, and

» The prevention, detection and resolution of conduct
that does not conform to the company’s standards and
policies and applicable law.

A commitment to compliance should reflect those quali-
ties above. It should apply to all company personnel equal-
ly, including but not limited to senior management, admin-
istration, personnel, ongoing contractors and all full-time
and part-time employees of an organization.

All company programs should include elements that re-
flect best practices, including;:
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1. Written standards, policies and procedures to promote
the company’s commitment to compliance with its own
proscribed code of corporate conduct, applicable laws
and regulations,

2. Designation of an employee as the Compliance Offi-
cer (at least, as a part of the employee’s overall job de-
scription) or the hiring of a full-time Compliance Offi-
cer charged, with the responsibility of implementing
and monitoring the Compliance Program,

3. Designation of a Compliance Committee, if the corpo-
rate size warrants,

4. Regular, effective education and training programs for
all personnel as appropriate to their functions,

5. A process to receive complaints concerning possible
Compliance Program violations, procedures to protect
the anonymity of complainants to the extent possible,
and policies that protect complainants from retaliation,

6. Granting the Compliance Officer and/or the Compli-
ance Committee, as the case may be, sufficient author-
ity to investigate, report and make recommendations
directly to senior management and the Board of Direc-
tors regarding any irregularities and all findings,

7. A process to respond to allegations of improper activ-
ities and the enforcement of appropriate disciplinary
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action against personnel who have violated policies,
laws, regulations, or program requirements,

8. Periodic audits or other methods to monitor compli-
ance and assist in the reduction of problems in any
identified areas,

9. A process for investigating and resolving any identi-
fied problems, after investigation, report and recom-
mendation by the Compliance Officer and /or Compli-
ance Committee, as the case may be, and

10. A document stating the foregoing points that all
stakeholders sign, including a member of senior man-
agement, the Compliance Officer and the employee,
either upon initial implementation of the program or
upon the hiring of any new employee.

The company’s compliance program should grow stron-
ger and more effective over time, becoming an integral part
of the corporate culture. When company leaders fail to im-
plement a compliance or training program, they expose
themselves and their team members to higher levels of risk.

As stated at the start of this module, the company should
create an accurate organizational chart, defining excellence
within each role of the organization. Such an organizational
chart should become a part of the enterprise process map,
illustrating the functions and responsibilities of every role.
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For example, the organizational chart should articulate the
role of senior executives, showing responsibility for:

1. Evaluating risks that result from non-compliance with
rules and regulations,

2. Approving and supporting the compliance program,
and

3. Overseeing the performance of the compliance pro-
gram to reduce risk.

Show who bears responsibility to train on:
1. Compliance with laws and regulations,

2. Regulatory requirements of each functionary within
the organization,

3. The company’s internal rules and codes of conduct,
and

4. How the company works to remediate weaknesses and
prevent violations.

Compliance Officer and responsibility for:

1. Coordinating audits and examinations in connections
with laws, regulations and corporate rules and codes
of conduct,

2. Acting in an advisory capacity on the company’s poli-
cies and procedures,
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3. Monitoring corporate transactions, functions, events
and internal systems seeking violations and to uphold
the integrity of the organization, and

4. Communicating issues to Senior Management and the
Board of Directors.

Employees acknowledge responsibility for:

1. Acknowledging that they’ve been trained in the com-
pliance program,

2. Acting in accordance with the company’s compliance
program,

3. Partaking and engaging in all of the company’s com-
pliance program activities,

4. Reporting any violations of the company’s compliance
program to either a direct manager or the Compliance
Officer / Committee, confidentially or otherwise, as the
case may be.

As a living, breathing entity, the enterprise should main-
tain the compliance program to protect against disruptions
from litigation and government investigations, as well as
to show a commitment to professionalizing the business.
An effective program would demonstrate how the compa-
ny pursues excellence, which leads to more success for all
team members.
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Internal Fraud

Lesson Seven

At Compliance Mitigation, we help business leaders
avoid complacency and open their eyes to signs of inter-
nal fraud that could expose the business to investigations.

Internal fraud begins with a person’s intentional actions.

Confucius said, “By three methods we may learn wisdom:

» First by reflection, which is noblest;
» second by imitation, which is easiest; and

» third by experience, which is bitterest.”

By reflecting upon the actions of others and focusing on po-
tential hazards, we prepare a company for long-term success.
We use examples that follow for people who went through in-
vestigations and prosecutions to prompt better critical-think-
ing skills.

The more people know, the more we encourage them to act in
compliance with rules and regulations. Members of our team
learned through costly, bitter experiences. By sharing those
experiences with others, we help team members make better
decisions, and lessen a company’s exposure to risk.




COMPLIANCE 101 113

Ithough we can control our own behavior, we don’t

always have an ability to know how others will be-
have. When business leaders delegate responsibilities, they
simultaneously raise their level of risk. Business leaders
may not know what a team member is saying to a custom-
er or how that team member may be acting in fulfilling job
responsibilities. When that happens, the team member may
expose the entire company to interference from regulators,
or losses from internal fraud.

For example, consider Justin, a co-founder of one of our
companies.

Justin graduated from USC and went on to become a
stockbroker. While employed as a stockbroker at UBS, he
executed market trades on behalf of people that managed
private hedge funds. In that role, Justin had insight into ac-
count balances for the clients he served; he could also re-
view balances in each of the client accounts at the hedge-
fund. UBS trusted Justin took to look after the interests of
his clients, and also after the interests of the firm.

When Justin walked into a meeting with one of his cli-
ents, he also met with people who had invested in the hedge
fund. Those investors showed Justin an account statement
that they had received from the hedge-fund manager. When
Justin saw the statement, he knew at once that the docu-
ment had been fraudulently inflated. His client had manip-
ulated the statement to show balances that the client want-
ed to see, rather than what the account held.
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Justin had been earning enormous commissions from
the account. Despite seeing first-hand evidence of the fraud,
he chose to remain quiet so as not to disturb the income
stream from commissions. Rather than reporting the fraud,
Justin allowed his client to continue deceiving investors. As
a result, Justin immersed himself into an internal fraud that
cost his employer millions of dollars. When authorities dis-
covered the fraud, Justin lost his job.

Justin had deceived himself into believing that since he
wasn’t the person manipulating the financial statements,
he wasn’t responsible. Yet by continuing to claim commis-
sions for trades that he knew had been predicated on fraud,
he became complicitous.

Fraud charges may stem from direct participation, or
even from the observation of others that participate in fraud.
As a result of his complicity, prosecutors brought criminal
charges against him. While in prison, he said that while he
was in the midst of the crime, he didn’t realize the extent of
his wrongdoing.

Business leaders and team members can learn from
such examples. Many people do not set out to participate in
fraudulent schemes. They fall into situations on the job or
go through complications in life. Those situations can lead
to a dilemma; doing the right thing can have bad conse-
quences:
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» A person can lose an income stream,
» A person can be ostracized on the job, and

» A person may have to serve as a witness against some-
one he or she cares about.

We'd like to believe that people of good character al-
ways act appropriately. Yet with the growing number of
guilty pleas for white-collar crimes like fraud, bribery, or
other types of self-dealing acts, people’s characters are con-
stantly tested.

Our team at Compliance Mitigation believes that busi-
ness leaders would, therefore, be wise to invest more time
and resources in training. Despite good intentions, oppor-
tunities or bad actors can tempt people. And people can de-
lude themselves with all types of lies to excuse their behav-
ior. When they do, they put their liberty on the line, and
they expose the company to enormous costs.

Business leaders that invest time to train may lower a
company’s risk profile and a company’s vulnerability to in-
ternal fraud. In earlier modules, we’ve noted three compo-
nents that may increase possibilities for fraud:

1. Financial Pressure - such as significant personal debt,
credit problems, or some kind of emergency.
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2. Opportunity — the ability and capability to take advan-
tage of an opening in either your security system or
system of checks and balances.

3. Rationalization — justifications for illicit actions.

Since most people don’t seek employment with an in-
tention to commit fraud, it’s difficult to predict a person’s
character during the hiring process. The thought of commit-
ting fraud usually occurs over time as circumstances and /
or disillusionment sinks in. For this reason, compliance pro-
grams should task a specific individual with responsibility
to conduct spot checks, or audits, with an expressed goal of
looking for signs of internal fraud.

Without good compliance, internal fraud may go unde-
tected for years, as in the following examples:

Lifestyle doesn’t coincide with income levels

» Rita served as the Comptroller of a small city in Illi-
nois. The $80,000 salary she earned would not support
her luxurious lifestyle, including a $2 million custom
RV, a vacation home, and a world-class horse breeding
farm with 400 horses. Despite splurging on so many ex-
travagant purchases, her peers did not suspect wrong-
doing. Over the course of two decades, Rita’s internal
fraud led to the embezzlement of more than $53 mil-
lion, a huge sum for such a small city. By abusing her
position of trust and authority, she schemed to funnel

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 117

public money into her private accounts. While Rita
was on leave, a temporary worker found confusing pa-
perwork. When the temporary worker called the city’s
bank, they discovered the fraud. A federal judge sen-
tenced Rita to serve more than 19 years in prison.

Personal financial difficulties

» Barbara, a long-time secretary and clerk at a local
church, found herself in a bind. She struggled with a
gambling addiction that sent her into a spiraling debt.
Over nine years, Barbara’s losses exceeded $800,000.
To cope, she pilfered money from the church’s col-
lection basket. After authorities uncovered her fraud,
they charged her with crimes. A conviction led to Bar-
bara’s nine-year prison term. She claimed that she
didn’t know her actions could lead to imprisonment.
Such statements give us reason to suggest that compli-
ance programs should include human stories of people
that broke the law; they should highlight the fallout for
business owners and the person who broke the law.

Lack of Transparency

» Brian, a charismatic physician, served as the adminis-
trative director for 20 years in his practice that includ-
ed 12 physicians. Despite a robust practice, the group
showed paltry profits. Brian had a strong personality,
and he could bully the other partners into believing that
expenses were high—without providing documenta-
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tion. If people questioned him, he had the power to os-
tracize them, or provide less desirable working condi-
tions. Finally, one of the partners hired an outside firm
to investigate. The internal investigation showed that,
over two decades, Brian bilked the practice out of more
than $25 million. A conviction led to a prison term of
more than 20 years.

An employee colludes with vendors

» Tony, a construction manager for a fast-growing media
company oversaw projects around the world. In that
role, He had the discretion to assign contracts to var-
ious suppliers, contractors, and subcontractors. Some
of those contracts exceeded millions of dollars in val-
ue. Although his employer paid Tony an excellent sal-
ary, he supplemented his income by accepting bribes
from contractors that wanted to do business with him.
The people paying the bribe would get the job, but
without having to compete on price, victimizing To-
ny’s employer. Over the course of five years, authori-
ties accused Tony of participating in a bribery scheme
that exceeded $5 million in value. After a guilty plea, a
federal judge sentenced Tony to serve a five-year pris-
on term. Further, besides suffering losses as a result of
Tony’s betrayal, the company lost millions of dollars in
additional legal costs resulting from both an internal
investigation, and a government investigation.
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Minimizing Vulnerabilities:

Although we can control our own behavior, none of
us can control the choices that other people make. A per-
son may seem to be a pillar of propriety, but circumstances
may lead that person to make bad decisions, or to act out of
character. Those bad decisions can lead a business, or oth-
er people, into investigations that reveal internal fraud and
potential liability to criminal charges.

To minimize vulnerabilities, we recommend that busi-
ness leaders create compliance systems and best practic-
es for their organizations. Good CRM systems may help.
Companies that train others on the dangers of white-collar
crime may go a long way toward minimizing vulnerabili-
ties to internal fraud.
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Minimize Vulnerabilities

Lesson Eight

Companies may remain “willfully blind” of what
prosecutors expect to see in compliance pro-
grams. Yet blindness will not protect them.

Prosecutors want companies to show a good-faith ef-
fort to operate in compliance with laws and regulations.
They should review the programs regularly and offer
new material reqularly. Failing to update compliance
programs may result in a company being more vulner-
able or make the company less likely for leniency.

Compliance requires constant updating and universal
enforcement on a regular basis. Prosecutors want to see
compliance as an inherent part of a company’s corpo-
rate culture, inducing employees to act appropriately at
all times. Good compliance programs should promote
transparency and efficiency.

The Department of Justice has clearly designated cor-
porate fraud as a hot button topic, but also provided
guidance on how to best avoid being the subject of an
investigation or prosecution.
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For reasons expressed throughout these modules, ev-
ery business leader should consider possible steps to
lessen potential exposure to a government investigation.
Three suggestions follow:

1. Show a commitment “to doing good” in all communi-
cations.

2. Document processes that show a commitment to oper-
ating the business with principled, transparent policies
that are easily defensible.

3. Train all team members to understand the corporate
culture, and also the reasons behind every policy in
place.

These three components would go a long way toward
protecting businesses and individuals.

Government Officials:

In 1991, the U.S. Sentencing Commission (USSC) amend-
ed its guidelines. The amendments incentivized business
owners to act in compliance with regulations and the law.
Those changes opened opportunities for prosecutors to grant
leniency, non-prosecution agreements, or deferred-prose-
cution agreements to businesses that put “effective compli-
ance programs” in place.
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Theoretically, if business leaders designed effective com-
pliance programs, their efforts would show a good-faith ef-
fort toward corporate responsibility. By building a record
demonstrating that they want all team members to act ap-
propriately, leaders reduce risk levels. Although no one
can eliminate the possibility of a government investigation,
good records will serve as an excellent defense mechanism.

As we've stated throughout, although business leaders
can control personal decisions, they cannot observe deci-
sions that other people on their team make. For those rea-
sons, leaders should add training on the personal costs
that can accompany an investigation or a prosecution for
white-collar crime.

Agencies within the Department of Justice now incen-
tivize businesses to make bigger investments in compliance.
Guidance from 2019 advises federal prosecutors to consid-
er the following questions when evaluating corporate com-
pliance programes:

1. Is the program well designed?
2. Is the program being implemented effectively?

3. Does the compliance program work in practice?
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In 2020, the DOJ emphasized another two key points
with its publication of: Evaluation of Corporate Compli-
ance Programs (2020 Guidance):

¢ https:/ /www.justice.gov/criminal-fraud /page/
file /937501 /download

First:

Corporate compliance programs, to be deemed genuine
and effective by the DOJ, must be examined, tested, and
updated on a continual basis, including (and perhaps espe-
cially) during a government investigtion.

Compliance efforts should integrate current data an-
alytics, capabilities wherever possible. If deficiencies are
found, then changes should be made, and the 2020 Guid-
ance makes clear that DOJ expects regular review of com-
pliance efforts.

Second:

The quality of a company’s compliance program contin-
ues to be a major factor in deciding on the appropriate res-
olution of a government investigation. The 2020 Guidance
makes clear a program’s effectiveness will be considered at
the close of an investigation as well as when the underlying
company conduct occurred.
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Consequently, under DOJ policy, the strength of a com-
pany’s past and present compliance efforts will ordinarily
have an effect on the terms of a resolution, including the of-
ten quite important matter of whether a monitor is required
(and the scope of a monitorship).

The DOJ’s guidance can help business leaders make de-
cisions to lessen exposure to investigations.

Effective compliance programs will not only show peo-
ple what they should do, it will help those people under-
stand what they should not do. In addition, they may also
profile the consequences that follow for bad behavior.

If a company invests the time to show a person how
to make the right decisions, and it requires the people to
acknowledge that they understand corporate policy, the
business protects itself. Good compliance programs will
encourage both corporate accountability, and personal ac-
countability. If there is a breach of policy, the company
should create a record and demonstrate the steps that it has
taken to make things right.

Two questions that investigators may ask include:

» Has the company ever terminated or otherwise disci-
plined anyone for the type of misconduct at issue?

» Have the disciplinary actions and incentives been fair-
ly and consistently applied across the organization?
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To demonstrate individual accountability, the compa-
ny will record disciplinary measures taken against people
charged with violations of compliance policies. If a compa-
ny shows that it pays more than lip service to compliance, it
may lessen exposure to a government investigation.

Compliance programs serve as an insurance policy. Al-
though business leaders may strive to do the right thing ev-
ery time, rogue employees can expose the business to risks.
The compliance program may influence the
lens through which prosecutors view
the company. That said, some met-
rics show that the mere existence
of a compliance program doesn'’t
show commitment to compliance.
Solely requiring employees to sign
forms showing that they’'re familiar
with the corporate polices won’t move
the needle if a pattern of fraud is uncovered.

In 2012, the prosecutors brought criminal charges against
Garth Peterson, a trader at Morgan Stanley. Documents not-
ed that Peterson had gone through seven compliance-train-
ing sessions and 35 related reminders on bribery. Despite
that training, he pleaded guilty to bribery charges. Compli-
ance initiatives had little influence on Peterson, because he
viewed them as pro forma, something he needed to do in or-
der to keep his job.
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If a business doesn’t create a compliance program with
robust follow-through, it may be ineffective and dubious
from the perspective a government investigator. Prosecutors
will not give credit for compliance programs that fail to in-
spire appropriate conduct.

A company protects itself when it comes up with inno-
vative ways to help people within the organization embrace
the principles of compliance—but also understand the con-
sequences for non-compliance.

Designing A Compliance Program:

Compliance is not a “one-size-fits-all” proposition.
Leaders within a company should:

» Document the reasons behind the compliance training.

» Show the tools, tactics, and resources they’ve imple-
mented to train.

» Create accountability logs to show people that have
gone through the training, encouraging them to self-re-
port what they’ve learned from the program.

If the program doesn’t work, the leader should show
what adjustments he or she has made.
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Federal and state regulations, as well as industry stan-
dards, evolve constantly. For this reason, leaders should
conduct regular assessments to minimize the risks associat-
ed with noncompliance.

Risk factors:
» What inherent risks exist in the company’s market?

» What efforts does the company leadership make to stay
aware of the market?

» In what ways does the company solicit third-party ex-
pertise?

Objectives:

» What purpose does each module within a compliance
program serve?

» In what ways do members of the team understand the
objectives of a corporate compliance program?

Departmental Responsibilities:

» In what ways does the company delegate responsibili-
ty for compliance programs?

» In what ways does the company measure excellence in
delivering compliance training?
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» How does the company record employee buy-in of the
training?

» What do team members or stakeholders understand
about reporting metrics?

Training:
» What level of commitment does the company make to
training?

» What efforts does the company make to update the
training?

» In what ways can employees independently partici-
pate in computer-based training?

» How does the company measure employee engage-
ment?

Corresponding Policies:

Like every individual has a personality, every organiza-
tion has an identity. Different businesses will need a com-
pliance program that matches the business’s identity. Some
organizations may require a policy that scrutinizes new
hires more than others. For example, a business that con-
trols financial information for consumers may require crim-
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inal-background checks on all new hires, while a company
that specializes in landscaping may not.

A compliance program should show a commitment to
transparency. All policies should harmonize with the be-
havior of officials at the highest level. In this era of cloud-
based computing, leaders may make use of computer-based
training, encouraging members of the team to review les-
sons remotely. If employees have feedback, mechanisms
should exist for them to provide feedback in a manner that
will not undermine their position—provided they offer the
feedback in a good-faith effort to promote compliance.

Summary:

In summary, the best way to minimize vulnerabilities to
government investigations is to create a good compliance
program that is consistent with the corporate culture. Doc-
ument every practice within the company. Show the rea-
sons behind the ways that the company makes decisions.
Train team members on how to work within the framework
of the corporate culture. Leaders may want to review guid-
ance from the Department of Justice, and question whether
the compliance programs they’ve put in place measure up.

A good tactic may include bringing in a neutral third
party who has that credentials to ask the questions that in-
vestigators will ask. Create a program that will allow lead-
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ers of the organization to respond honestly, with their dig-
nity intact. When making a decision on whether to bring
charges against a company, government attorneys will ask:

1. Is the program well designed?
2. Is the program being implemented effectively?
3. Does the compliance program work in practice?

If a company leader can respond to those questions as
quickly as he can answer the questions regarding corporate
profitability, the leader will have done everything possible
to minimize vulnerabilities to a government investigation.

In our era of big government, that doesn’t mean a gov-
ernment investigation will not begin. It only means that a
company is in as good a position as possible. No one can
change past behavior. But we all can work toward minimiz-
ing risks in the future.
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Fraud-Response Plan

Lesson Nine

Fraud-Response Plan serves as an insurance
Apolicy against disaster. No one wants to encoun-
ter a disaster, but if difficulties come, insurance
provides a level of comfort against the loss. Similarly,

it's best to prepare long before a government investiga-
tion begins.

In the absence of a plan, people may not know how to re-
spond if theyre confronted with questions—or a raid —
by government agents. By responding without inten-
tion, people may inadvertently expose themselves, their
colleagues, and their company to further liability.

The best time to minimize complications from a govern-
ment investigation is before the investigation begins.
Yet with millions of requlations in existence, a compa-
ny may face a problem at any time. Good preparation in
advance may lessen liability. By anticipating aggressive
behavior for investigators, team members can respond
in ways to protect rights and get better outcomes.
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Previous modules offered insights we believe leaders
should consider when designing an effective compli-
ance program and risk-management strategy for their orga-
nizations. The more leaders customize their compliance and
best-practice programs, the better they safeguard against in-
trusive investigations that could threaten the business and
its team members.

Regardless of what efforts team members make to pro-
tect a company, possibilities always exist for a breakdown,
or for a rogue team member that could expose the organiza-
tion to liability. For that reason, all companies should create
a plan that would coordinate a team response in the event
of an inquiry from regulators or law enforcement.

Lack of Planning:

In the absence of a structured response plan, team mem-
bers may not know what to do if they learn that authority
figures have taken an interest in the company or in a team
member. Sometimes, leaders act rashly. People have gone
to prison for their response to a government investigation,
rather than for the underlying reasons behind the inquiry:.

Consider the case of the famous celebrity, Martha Stew-
art. Many people are familiar with her brand, which sells
household products. In 2001, however, a personal scandal
over a stock sale completely disrupted her life. Her response
to a government inquiry led to criminal charges.
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According to the U.S. Securities and Exchange Com-
mission, in late December 2001, her stockbroker at Merrill
Lynch, Peter Baconovic, called her. Peter revealed that Sam
Waksal, the CEO of ImClone Systems had placed an order
to sell all of his shares in his company as a result of an ad-
verse decision by the Food and Drug Administration. In re-
sponse, Martha sold approximately 4,000 shares that she
owned, avoiding losses of more than $45,000.

When government investigators began making inqui-
ries, Martha did not have a good plan. The responses she
gave to the government investigators
resulted in criminal charges. The
fees and costs associated with the
disruption likely exceeded sev-
eral million dollars.

Besides losing money for le-
gal costs, Martha’s response to the
investigation led to a prison term, a
shareholder derivative suit against Martha Stewart and
other directors at her company, and five months in prison.
With a felony conviction, Martha endured lifelong compli-
cations, including bans on travel to some countries.

Clearly, Martha Stewart did not have a principled plan
that would guide her response to a government inquiry.
Sadly, many people find themselves in the same predica-
ment. Those who operate businesses without designing a
response plan for government inquiries may leave them-
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selves vulnerable to knee-jerk reactions that can exacerbate
troubles.

A lack of a plan can lead to confusion during the first
few hours, days and weeks of an inquiry. The unfolding
drama can distract team members, as everyone may worry
about personal liability. If people don’t know what to do,
they may make futile attempts at self-preservation, such as
destroying incriminating evidence, or lying to government
investigators. Either response would expose the individual,
and potentially others, to criminal charges.

Risk Management:

A good response plan will ensure that all team members
have guidelines to follow. Whether government regulators
inquire about business operations or potential fraud, every-
one should know what steps to take. To protect both the
business and the team members, corporate leaders should
articulate the appropriate protocol any time an investigator
makes an inquiry.

» Does everyone in your organization know how to re-
spond in the event that an investigator asks a question?

Leaders can easily get an answer to that question by cre-
ating a plan. Then, they should create a training exercise for
all team members. The more transparency leaders bring to
an investigation-response plan, the more they will strength-

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 135

en arguments that the organization has made a genuine ef-
fort to act in compliance with all regulations and laws.

» Point for business leaders to consider:

¢ Regulators and judges are increasingly asking not
just whether a company has an anti-fraud, an-
ti-money laundering, or corporate ethics policy
in place. They are also asking how well such pro-
grams work and whether their quality and results
make sense. They are asking, in other words, how
good are they? This trend raises the stakes for those
charged with governance.

An example of an effective “anti-fraud policy” may
prove helpful to business leaders that want to create an or-
ganizational-specific plan. Our team at Compliance Mitiga-
tion offers the following as a template:

INTRODUCTION

» Our company (the “Company”) has a commitment to
high legal, ethical and moral standards. We expect all
members of staff to share this commitment. The Board
of Directors tries to ensure that a risk (and fraud) aware-
ness culture exists in this organization. Fraud is an ev-
er-present threat and hence must be a concern to all
members of staff. Our Company views fraud as an ex-
tremely serious matter and is committed to the promo-
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tion of an Anti-Fraud Culture throughout the organi-
zation.

» We created this document to provide direction and
help to those who find themselves having to deal with
suspected cases of theft, fraud or corruption. This doc-
ument gives a framework for a response, advice and
information on various aspects and implications of an
investigation. It is not intended to provide direction on
prevention of fraud.

» This Policy applies to any irregularity, or suspected ir-
regularity, involving employees as well as consultants,
vendors, contractors, customers and /or any other par-
ties having a business relationship with the Company.
Any investigative activity required will be conducted
without regard to any person’s relationship to this or-
ganization, position or length of service. All managers
and supervisors have a duty to familiarize themselves
with the types of improprieties that might be expected
to occur within their areas of responsibility and to be
alert for any indications ofirregularity.

DEFINITIONS - WHAT 1S FRAUD?

» We define Fraud as “dishonestly obtaining an advan-
tage, avoiding an obligation or causinga loss to another
party.” The term “fraud” commonly includes activities
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such as theft, corruption, conspiracy, embezzlement,
deception, bribery and extortion. It may involve:

¢ manipulation, falsification or alteration of records
or documents;

0 suppression or omission of the effects of transac-
tions from records or documents;

¢ recording of transactions without substance;

0 misappropriation (theft) or willful destruction or
loss of assets including cash; and

¢ deliberate misapplication of accounting or other
regulations or policies.

» The criminal act is the attempt to deceive, and attempt-

ed fraud is therefore treated as seriously as accom-
plished fraud.

» Computer fraud arises where information technology
equipment has been used to manipulate programs or
data dishonestly (for example, by altering, substituting
or destroying records, or creating spurious records), or
where the use of an IT system was a material factor in
the perpetration of fraud. Theft or fraudulent use of
computer time and resources is included in this defini-
tion.
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» Some illustrations of incidents which would be classi-
fied as fraud are contained in Appendix A to this Poli-

cy.

THE FRAUD RESPONSE PLAN

» The purpose of the Fraud Response Plan (the “Plan”) is
to ensure that effective and timely action is taken in the
event of a fraud. The Plan aims to help minimize loss-
es, reduce liability and increase
the chances of a successful in-
vestigation.

» The Plan defines authori-
ty levels, responsibilities
for action, and reporting
lines in the event of a sus-
pected fraud or irregularity. It
acts as a checklist of actions and
a guide to follow in the event of fraud being suspected.
The Plan is designed to enable the Company to:

0 prevent further loss;

¢ establish and secure evidence necessary for crimi-
nal, civil and/or disciplinary action;

0 determine when to contact the police and establish
lines of communication;
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O assign responsibility for investigating the incident;
¢ minimize and recover losses;

¢ review the reasons for the incident, the measures
taken to prevent a recurrence, and determine any
action needed to strengthen future responses to
fraud.

COMPANY RESPONSIBILITIES

» The company will undertake fraud investigations
where there is suspected fraud and take the appropri-
ate legal and/or disciplinary action in all cases where
that would be justified. Whether there is fraud (prov-
en or suspected), the Company should make any nec-
essary changes to systems and procedures to prevent
similar frauds from occurring in the future. The Com-
pany should establish systems for recording and sub-
sequently monitoring all discovered cases of fraud
(proven or suspected).

» Responsibility for exercising disciplinary actions rests
with the Director of Human Resources [or the Director
of Compliance, for a company large enough to have
independent compliance personnel], although this
should be done in consultation with other Executives
where appropriate.
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MANAGING THE RISK

The Executives (CEO and CFO) of the Company are re-
sponsible for establishing and maintaining a sound system
of internal controls that support the achievement of Com-
pany policies, aims and objectives. The system of internal
controls is designed to respond to and manage the whole
range of risks that the Company faces. Managing fraud risk
will be seen in the context of the management of this wider
range of risks.

» Overall responsibility for managing the risk of fraud
has been delegated to front line managers and an in-
ternal auditor (whose duties are defined below). Their
responsibilities include:

¢ developing a fraud risk profile and undertaking a
regular review of the fraud risks associated with
each of the key organizational objectives in order to
keep the profile current;

¢ designing an effective control environment to pre-
vent fraud from happening;

» establishing appropriate mechanisms for:
¢ reporting fraud risk issues,

¢ reporting significant incidents of fraud to the CFO
and Human Resources [or the Compliance Depart-
ment].
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» making sure that all staff are aware of the Company’s
attitude to fraud and know what their responsibilities
are in relation to combating fraud;

» developing skill and experience competency frame-
works;

» ensuring that appropriate anti-fraud training and de-
velopment opportunities are available to appropriate
staff in order to meet the defined competency;

» ensuring that vigorous and prompt investigations are
carried out if fraud occurs or is suspected;

» taking appropriate disciplinary action against super-
visors where supervisory failures have contributed to
the commission of fraud;

» taking appropriate action to safeguard the recovery of
assets;

» ensuring that appropriate action is taken to minimize
the risk of similar frauds occurring in the future.

Line Managers Responsibilities:

» ensuring that an adequate system of internal controls
exists within their areas of responsibility and that con-
trols operate effectively;

» preventing and detecting fraud;
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» assessing the types of risk involved in the operations
for which they are responsible;

» regularly reviewing and testing the control systems for
which they are responsible;

» ensuring that controls are being complied with and
their systems continue to operate effectively;

» implementing new controls to reduce the risk of simi-
lar fraud occurring where frauds have taken place.

Internal Auditor Responsibilities:

» delivering an opinion to the CFO and Audit Commit-
tee on the adequacy of arrangements for managing the
risk of fraud and ensuring that the Company promotes
an anti-fraud culture;

» assisting in the deterrence and prevention of fraud by
examining and evaluating the effectiveness of controls
commensurate with the extent of the potential expo-
sure/risk in the various segments of Company’s oper-
ations;

» assisting management in conducting fraud investiga-
tions.
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Staff Responsibilities:

» acting with propriety in the use of Company resources
and the handling and use of Company funds whether
they are involved with cash or payments systems, re-
ceipts or dealing with suppliers or customers.

» being conscious to the possibility that unusual events
or transactions could be indicators of fraud;

» reporting details immediately through the appropriate
channel, if they suspect that a fraud has been commit-
ted or see any suspicious acts or activities;

» co-operating fully with whoever is conducting internal
checks, reviews or fraud investigations.

FRAUD DETECTION

» Line Managers should be alert to the possibility that
unusual events or transactions could be symptoms
of fraud or attempted fraud. Fraud may also be high-
lighted as a result of specific management checks or
be brought to management’s attention by a third party.
Additionally, irregularities occasionally come to light
in the course of audit reviews.

» The factors which gave rise to the suspicion should be
determined and examined to clarify whether a genu-
ine mistake has been made or an irregularity has oc-
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curred. An irregularity may be defined as any incident
or action which is not part of the normal operation of
the system or the expected course of events.

» Preliminary examination may involve discreet enqui-
ries with staff or the review of documents. It is import-
ant for staff to be clear that any irregularity of this type,
however apparently innocent, will be analyzed.

ACTION FOLLOWING DETECTION

» When any member of staff suspects that a fraud has
occurred, he/she should notify his/her Line Manag-
er or Internal Auditor immediately. Speed is of the es-
sence and this initial report can be verbal and must be
followed up within 24 hours by a written report ad-
dressed to the Line Manager/Internal Auditor which
should cover:

¢ The amount/value if established.
¢ The position regarding recovery.

0 The period over which the irregularity occurred, if
known.

0 The date of discovery and how the suspected fraud
was discovered.
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0 Whether the person responsible has been identified.
0 Whether any collusion with others is suspected.
¢ Details of any actions taken to date.

0 Any other information or comments which might
be useful.

» Before completing the report above, line management
may want to undertake an initial inquiry to ascertain
the facts. This enquiry should be carried out as speed-
ily as possible after suspicion
has been aroused: prompt ac-
tion is essential. The pur-
pose of the initial enquiry
is to confirm or negate,
as far as possible, the
suspicions that have aris-
en so that, if necessary, disci-
plinary action including further
and more detailed investigation may be initiated. The
Internal Auditor is available to offer advice on any spe-
cific course of action which may be necessary.

» As the gravity of each irregularity might be different,
a reporting member of staff may wish to act in accor-
dance with the “Policy on Reporting and Investigating Al-
legations of Suspected Improper Activities.”

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 146

REPORTING WITHIN THE COMPANY

» On verbal notification of a possible fraud the Line Man-
ager /Internal Auditor must immediately contact the
CFO. He/She will inform and consult with the CEO
(General Director) in cases where the loss is potentially
significant or where the incident may lead to adverse
publicity.

» The CFO will maintain a log of all reported suspicions,
including those dismissed as minor or otherwise not
investigated. The log will contain details of actions tak-
en and conclusions reached and will be presented to
the Audit Committee for inspection annually. Signifi-
cant matters will be reported to the Board of Directors
as soon as practical.

» Where a member of staff is to be interviewed or disci-
plined, the CFO and/or Internal Auditor will consult
with, and take advice from, the Director of Human Re-
sources [or Director of Compliance]. He will advise
those involved in the investigation in matters of em-
ployment law, Company policy and other procedur-
al matters (such as disciplinary or complaints proce-
dures) as necessary.
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INVESTIGATION / FURTHER ACTION

» If it appears that a criminal act has not taken place, an
internal investigation will be undertakento:

¢ determine the facts;

¢ consider what, if any, action should be taken against
those involved;

¢ consider what may be done to recover any loss in-
curred; and

0 identify any system weakness and look at how in-
ternal controls could be improved to prevent a re-
currence.

After proper investigation, the Company will take legal
and/or disciplinary action in all cases where leaders con-
sider further action appropriate. There will be consistent
handling of cases without regard to position or length of
service of the perpetrator.

» Where an investigation involves a member of staff and
itis determined that no criminal act has taken place, the
CFO will liaise with the Director of Human Resourc-
es [or Director of Compliance] and appropriate Line
Manager to determine which of the following has oc-
curred and therefore whether, under the circumstanc-
es, disciplinary action is appropriate:
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0 gross misconduct (i.e. acting dishonestly but with-
out criminal intent);

¢ negligence or error of judgment was seen to be ex-
ercised; or

¢ nothing untoward occurred and therefore there is
no case to answer.

» Where, after having sought legal advice, the CFO judg-
es it cost effective to do so, the Company will normally
pursue civil action in order to recover any losses. The
CFO will refer the case to the Company’s legal advisers
for action.

» Where initial investigations point to the likelihood of
a criminal act having taken place, the Executives (CEO
or CFO) will contact the police (or appropriate Federal
agency, as the case may be) and the Company’s legal
advisers at once. The advice of the police will be fol-
lowed in taking forward the investigation.

» The investigations described above will also consid-
er whether there has been any failure of supervision.
Where this has occurred, appropriate disciplinary ac-
tion will be taken against those responsible for this fail-
ure.
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RECOVERY OF LOSSES

» The recovery of losses should be a major objective of
any fraud investigation. To this end, the quantification
of losses is important. Repayment of losses should be
sought in all cases. Where necessary, the Company will
seek external advisors and legal advice on the most ef-
fective actions to secure recovery of losses.

MANAGERS’ DUTY OF CARE

» Managers conducting initial enquiries must be con-
scious that internal disciplinary action and/or crimi-
nal prosecution may result. If such action is later tak-
en, then under proper procedure the member of staff
concerned has a right to representation and may have
the right to remain silent. Utmost care is therefore re-
quired from the outset in conducting enquiries and in-
terviews.

» In addition, in order to protect the Company from fur-
ther loss and damage from destruction of evidence, it
may be necessary to suspend the member of staff con-
cerned immediately after the allegation has been made
or following the submission of the Manager’s initial
verbal report. Specific advice should be sought from
Human Resources [Compliance] before proceeding.
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PROTECTION OF EVIDENCE

If the initial examination confirms the suspicion that a
fraud has been perpetrated, then to prevent the loss of ev-
idence which may subsequently prove essential for disci-
plinary action or prosecution, the person heading up the
investigation (“Head of Investigation”) should:

» take steps to ensure that all original evidence is secured
as soon as possible;

0 be able to account for the security of the evidence at
all times after it has initially been secured, includ-
ing keeping a record of its movement and signa-
tures of all persons to whom the evidence has been
transferred. For this purpose, all items of evidence
should be individually numbered and descriptive-

ly labeled;
0 not alter or amend the evidence in any way;

0 keep a note of when investigators came into posses-
sion of the evidence. This will be useful later if pro-
ceedings take place;

0 remember that all memoranda relating to the in-
vestigation must be disclosed to the defense in the
event of formal proceedings against an employee,
so it is important to carefully consider what infor-
mation needs to be recorded. Particular care must
be taken with phrases such as “discrepancy” and
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“irregularity” when what is really meant is fraud
or theft;

0 ensure that electronic evidence is appropriately
handled by certified specialists.

HEAD OF INVESTIGATION

» Executives of the Company will nominate in writing
the Head of Investigation on a case by case basis de-
pending on the gravity of issues and potential losses
involved. The Internal Auditor will oversee and con-
trol the subsequent investigation, therefore for this
purpose the Head of Investigation will report to the In-
ternal Auditor.

» The Terms of Reference should be agreed between
those involved in the investigation. The Head of Inves-
tigation should arrange for an action plan to be put in
place with, as far as is possible, a set timeframe and
regular reviews. He should call on the assistance of
various sources of help at all stages (technical assis-
tance, personnel, external audit, attorneys, etc.) but ul-
timate responsibility and accountability in progressing
the case should remain with the Head of Investigation.

» The Head of Investigation should have the necessary
authority (i.e. the appropriate rank and experience) to
enable him /her to properly discharge these duties. De-
pending on the volume of work to be performed and
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the issues involved, this person might be released from
his/her main duties in the Company on a temporary
basis.

» The Head of Investigation should also be independent
from the matter in question. It is the responsibility of
the Head of Investigation to keep the Internal Auditor
abreast of developments and report all material devel-
opments promptly to facilitate onward reporting to the
Executive Team and Audit Committee.

LEARNING FROM EXPERIENCE

Following completion of the case, the Internal Audi-
tor should prepare a summary report on the outcome and
lessons learned circulating it to all other interested parties
who must take the appropriate ac-
tion to improve controls to mit-
igate the scope for future
recurrence of the fraud.
Where a fraud has oc-
curred, Management
must make any neces-
sary changes to systems
and procedures to mini-
mize prospects for simi-
lar acts of fraud.
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SUMMARY

Deloitte, one of the world’s largest business consultants,
offers the following guidance for businesses that want to
begin a fraud-response plan:

» Create an allegation system:

¢ In what ways does the company systematically re-
ceive complaints?

0 What process exists to assess the validity of com-
plaints?

0 How does the company train team members on
what they should do if they suspect fraud?

0 How does the company train team members on
what they should not do if they suspect fraud?

Allegation Triage:

» How does the company determine when to escalate a
complaint to a formal investigation?

» How does the company document the criteria to deter-
mine which complaints get investigated?

» What protocols guide the investigator’s assignment?
¢ Case Investigation:

» What work plan exists to guide investigations?
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» How do investigators handle evidence?

» What level of competency do investigators have?
» How does the company review case status?

» Who has access to case files?

» Communication and Reporting:

0 How do investigators communicate with stake-
holders?

0 How does the company reveal investigations to
team members?

Action List

The following checklist of actions may guide a person
that suspects fraud within the company.

1. Do not act on emotion. It’s time to gather all the facts.

2. Alert appropriate management within your organiza-
tion. This, of course, heavily depends on who’s sus-
pected of committing the fraud. Fraud discovered at
the lower echelons of the company can probably be
handled by the direct manager in association with the
compliance supervisor. Things get a bit more compli-
cated the higher you move up the corporate ladder.
Accountability, though, goes straight to the President,
CEO and Board of Directors. So, make sure compliance
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is amply prepared and authorized to do what’s neces-
sary even upon discovery of high-level fraud with the
company.

3. Document date, time and details of initial report/dis-
covery. This is important for both the reporting of the
suspected fraud and ongoing investigation.

4. Take notes (and/or pictures and video) of all observa-
tions and actions. Important information can quick-
ly be forgotten or confused over time. Creating copi-
ous notes and / or documenting photographic evidence
helps ensure you have all the information the company
needs to maintain the integrity of the investigation.

5. Maintain confidentiality (only inform those people
who need to know about the suspected act). Loose lips
sink ships — and investigations. Prematurely alerting
the suspect(s) leads to destruction of evidence and cov-
er-ups.

6. Do not confront the suspect. You could be putting your-
self in danger, in addition to undermining the investi-
gation.

7. Write out in full the suspected act or wrongdoing in as
much detail as possible, including;:

0 The alleged occurrence,

¢ Who was involved in the occurrence,
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0 Whether the activity is ongoing,

¢ Location of occurrence,

0 The value of the loss or potential loss, and

0 Alist of who else may know of the activity.
Collection of evidence is critical for proving the crime.

Corporate investigations can take months and legal ones
even longer.

Identify and Document Evidence, such as:

» Invoices,

» Contract and Agreements,
» Purchase orders,

» Checks,

» Computers,

» Laptops,

» Tablets,

» Cell phones,

» Cloud access accounts,
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» Credit card statements, and

» Relevant social media accounts.

1. Immediately gather the evidence (only if doing so will
not alert the suspects) and place it in a secure area. Bear
in mind a need to maintain a legitimate chain of evi-
dence in case it becomes necessary to bring in outside
authorities.

2. Protect the evidence from damage or contamination.
This includes all confiscated electronic devices. You
may need the evidence for civil or criminal proof, or
even use it in a countersuit should you need to against
a litigious fired employee.

3. Identify all potential witnesses. This includes people
within and without your organization. Certain people
may even alternate from witness to suspect and vice-a-
verse during the course of your investigation.

4. If possible, secure and /or remove the suspect’s access
to relevant computers and security systems. This deci-
sion is delicate and may need to be made at the highest
levels of authority within the organization. There’s a
fine balance between mitigating damages and continu-
ing to collect evidence. You may want to consult out-
side legal and accounting firms and request an Opin-
ion Letter regarding your decisions, depending on the
situation.
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5. Ensure regular back-up of all files and secretly place
additional security on all accounts the suspect(s) may
have access to.

6. Contact the company’s outside counsel and accoun-
tants for advice and recommendations. This should oc-
cur early on in the process but, typically, at the highest
levels of management.

7. Contact the company’s insurance carrier. You may or
may not be covered for the type of fraud under inves-
tigation. Should you be covered, the insurer may have
its own processes for conducting investigations and
you may unwittingly forfeit certain rights or claims by
not alerting them early enough. The insurer, moreover,
may try to deny the claim and you might be forced to
retain additional counsel to sue your insurer for cover-
age.

8. You may need to retain a forensic accountant. Some
frauds can be quite elaborate and complex, involve
multiple jurisdictions and/or require advanced train-
ing in computer programming. A full investigation
may require particular expertise.

9. Continue to monitor suspicious personnel and activi-
ties to ascertain the full breadth and extent of the fraud.
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What If Agencies Call?

Lesson 10

e best way to prepare for the events about to un-
1 fold is to know and understand what to expect.

Government investigators receive extensive training
on how to question and interview people. They exploit
opportunities to build a record that will lead to charges
or further problems for witnesses, subjects, and targets
of their investigations. Investigators specialize in de-
veloping and documenting evidence, while playing in-
dividuals against each other to elicit the narrative that
suits their purposes.

A comprehensive compliance strategy will help a com-
pany manage the information and demonstrate a good-
faith effort to comply with requlations and the law. By
building a record of good-corporate citizenship, a com-
pany can show transparency and defend itself effective-
ly in the investigators begin asking questions.
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As described in earlier modules, government investi-
gators do not act without having a specific intention.
If they ask questions or subpoena documents, they likely
already have invested thousands of hours and they believe
they can build a case. When they start talking with people
in a company, they want to gather more evidence. Their in-
vestigations will be in an advanced stage, but the witness-
es may not know anything about the nature of the inquiry.
Some investigators will try to intimidate or trap witnesses.

When initially approached, people that work for com-
panies may get nervous. They may:

» Believe they didn’t do anything wrong and act bellig-
erently,

» Deny that they didn’t do anything wrong and make
statements that can hurt them,

» Accuse others within the organization in an effort to
minimize culpability,

» Cooperate fully without knowing or understanding
whether they are exposing themselves to legal compli-
cations.

If the company does not help team members under-
stand the nature of an inquiry, those team members may
get themselves and the company into deeper troubles. Re-
member that the investigators want to prevail. Victory for
them means some type of sanction, injunction, disgorge-
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ment, finding, or conviction. Investigators do not earn pro-
motions by letting companies or individuals off the hook.
On the contrary, their careers advance when their investi-
gations lead to penalties. They may try to appear friendly,
saying they only want the truth.

Yet people should always remember the wisdom of Pres-
ident Reagan, who warned of nine words that an American
never wants to hear:

» I'm with the government and I'm here to help.

How Investigators Start:

The investigative team starts gathering evidence in a
number of different ways. The investigators may identify
an employee, a group of employees, or other potential wit-
nesses. If the investigators believe the prospective witness-
es will help them build a case against the target, they will
conduct an interview—either with or without someone to
transcribe the exchange. Since the investigators would have
to give any transcriptions of the interview to the opposing
parties during the “discovery” phase, they may elect not to
take notes or recordings of any kind. Business leaders may
or may not know that the government has begun an inves-
tigation.

Other times, the government agents may want to show
force. In those situations, the agents make a surprise vis-
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it, often loud, with an overwhelming display of firepower.
Scores of people wearing dark windbreakers with large yel-

low letters (FBI, SEC, FTC, IRS, FDA, etc.) may show up to
conduct a search.

Regardless of whether the government agents use sub-
tle or strong-arm tactics, they always give a sign that more
invasive activity will take place, putting a company and its
employees in significant legal jeopardy.

The investigative tactics that the government agents use
may dictate the appropriate response for people within the
company. Our team at Compliance Mitigation offers insight
that leaders may consider if they learn of:

» Informal employee interviews,
» Execution of a search warrant, or
» Grand jury subpoenas, or depositions.

Regardless of what approach the government investiga-
tors take toward a company or its employees, people should
try to determine whether the agents consider the people or
the company as:

» A witness to the investigation,
» A possible subject of the investigation, or

» A target of the investigation.
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If a person can determine the government’s posture to-
ward the company from the beginning, that person can bet-
ter assess the potential liability.

Our team at Compliance Mitigation encourages lead-
ers of businesses to get competent legal advice—we are
not lawyers and we do not offer legal advice. All of the in-
formation we provide comes from our experience of hav-
ing gone through government investigations and having
interviewed thousands of people that have gone through
government investigations. We of-

ers may consider to protect
themselves against being
dragged into government
investigations.

Experience convinc-
es every member of
our team that, despite
sound business policies
and internal audits, in-
vestigations can come un-
expectedly. With thousands
of regulations, people may op-
erate a business that violates laws
or regulations; ignorance of those laws or regulations, how-
ever, will not immunize them against an investigation.
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On the other hand, regular training that shows a good-
faith effort to comply with applicable statutes and regula-
tions may limit a company’s exposure. With our nation’s
commitment to big government and mass incarceration, we
believe every business is vulnerable. Our team offers gen-
eral guidelines, and real-life experience of what happens to
people who get caught up in a government investigation.

Informal Interviews

Sometimes, agents will show up at a person’s home, or
approach a potential witness at some other non-threatening
location. The agents may or may not advise the employee
that the person has the right to decline to answer any ques-
tions. Also, the agents may inform the person that anything
the person says could possibly be used against the person
later. As a result, people who are not prepared to respond
to a government investigator may consent to the interview,
not knowing that he or she has the option to refuse.

If a government investigator approaches any citizen, the
person may feel nervous. After all, if the investigator be-
lieves the person lied, the investigator may initiate criminal
charges for lying to an officer.

Further, that conversation could lead to enormous le-
gal costs in the event that the government subpoenas the
person for a deposition later. People who lack preparation
or knowledge may not recall details when responding to
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questions; government investigators can twist words, or
later use a person’s words to malign, or cast doubt on the
person’s character.

A company should take proactive measures to prepare
people for the possibility of a government investigation. It
should also provide general training about a person’s rights
in the event that a government agent asks for an interview.
That training should include instructions, or options, that
an employee may consider if approached by an agent. Some
guidelines on training may include what a person should

do if:

1. Employee informs company that a government investi-
gator wanted to speak with
him or her:

If an employee ' ' -
lets the company ——
know that a gov- giizd = 3
ernment investi- = -
gator made con- 4
tact, the company 2 N ©
may want to hire
an attorney for the em-
ployee. The attorney may speak
with the prospective witness to talk about rights the person
may have. A prospective witness may decline to speak with
the investigator, or the witness may choose to have an at-
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torney present. The company’s lawyer may try to intervene
and ask if the questions pertain to the company; if so, the
company’s lawyer may ask for an opportunity to attend the
interview with the witness.

2. The witness speaks with the government, but the com-
pany doesn’t know until after the interview:

If the company learns about the interview after the wit-
ness spoke with investigators, a lawyer should attempt to
speak with the employee. Neither the company’s lawyer,
nor anyone else, should make the person feel as if speaking
with the government violated anything at all. By speaking
with the employee, the lawyer should attempt to learn the
substance of what the government wanted to know.

Although the lawyer may advise the employee of his
or right to counsel, no one should retaliate against the per-
son in any way. Any type of retaliation or judgment could
work against the company, potentially eliciting accusations
of violating whistleblower statutes or obstruction of justice
charges.

3. The company should prepare employees whom the
government may target for interviews.

The best time to prepare for a government investigation
would be before the government investigation begins. In
other words, our team at Compliance Mitigation encour-
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ages leaders to train for best practices, consistent with the
compliance manual. That training should include guidance
for people to consider in the event that government investi-
gators target them.

1. The company should help all employees understand
their rights to counsel, and their rights to refuse to
speak with investigators.

2. Training should include real-life stories of people who
have been dragged into government investigations,
showing the disruption those investigations can cause.

3. The company should never advise employees to hide,
deceive, or mislead a government investigator; they
should also train on the penalties that can follow for a
person if the investigators accuse the person of lying.

4. Although government agents may use their authority
to intimidate people into talking, a person has the right
to refrain from saying anything to a government inves-
tigator.

5. If a person talks with a government investigator, and
the investigator accuses the person of lying, the gov-
ernment may charge the person with a federal crime
that could result in a five-year prison term.

6. A person has the right to have counsel present if he or
she talks with a government investigator.
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7.1f a person hires a lawyer, that lawyer will represent the
person and not the company. The conversations a per-
son has with the lawyer of record will remain between
the client and the lawyer—unless the person authoriz-
es the lawyer to share the information with others.

If Authorities Execute a Search Warrant

Although investigators may interview witnesses in pri-
vate, trying to keep their inquiries under wraps, sometimes
they choose a more intrusive approach to let the compa-
ny, the company’s leaders, the media, and other business-
es know that the company has become the target of a gov-
ernment investigation. Together
with a law enforcement
agency, like the FBI or
the local sheriff’'s de-
partment or police
department, a cadre g |
of officers may burst & &
into the business. In §
those instances, the
officers yell for every-
one in the office to step
away from the comput-
ers and stop what they’re
doing.

When law enforcement officers execute a search war-
rant, they may be loud and intimidating. The people work-
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ing in the office will likely not know what constitutional
protections exist. For this reason, the company should train
people on important steps they can take to protect them-
selves.

Rules that Govern Search Warrants

If investigators have gone to the trouble of getting a
search warrant, it’s safe to assume that they intend to bring
charges that will disrupt the company and the lives of many
people that work in the company. The warrant differs from
getting a subpoena, which authorizes the investigators to
obtain documents or recordings voluntarily.

To obtain a search warrant, the investigator must per-
suade a judge that the government has probable cause to
believe that evidence of a crime exists in the location. The
target of the warrant will not know that the investigator is
communicating with the judge. As such, the target cannot
work to defend against the argument that the investigator
will make to the judge.

To show probable cause, the investigator may rely upon
evidence gathered through an affidavit, recited under oath,
that shows the reason(s) the government believes the target
has participated in a crime. The warrant must define places
to be searched, the people the investigators want to search,
and the types of things the investigators wants to seize.
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According to Rule 41 of the Federal Rules of Criminal
Procedure, once a judge issues the warrant, the investiga-
tors have ten days to serve the warrant. In most cases, the
officers show up between 6:00 am and 10:00 pm. The agents
must provide the company with a copy of the warrant, and
also with an inventory list of everything they’ve seized.

» During training, the company should explain how
such warrants may result in officers taking personal
cell phones or devices that contain personal informa-
tion, including emails and text messages. All of this in-
formation can lead to the expansion of government in-
vestigations.

Investigators exercise search warrants when they want
to catch a company and its team by surprise. A company
can mitigate this disruption through appropriate training
and preparation at various stages of the investigation—in-
cluding, before, during, and after. Our team at Compliance
Mitigation provides that specialized training.

What Happens During a Search?

Good training may protect the company against the
shock and awe of a team of government agents executing
a search warrant. Expect those agents to be loud and act
aggressively as they try to show absolute control over the
scene.

ComplianceMitigation.com / Team@ComplianceMitigation.com

949-205-6056



https://compliancemitigation.com/
mailto:Team%40ComplianceMitigation.com?subject=Get%20Started%20with%20Compliance

COMPLIANCE 101 171

The agents will likely gather the employees together and
relegate them to a specific area of the business. These tactics
can shake people into fear and induce some to cooperate in
ways that go far beyond the scope of the search, which can
expand the investigation.

Company leaders should prepare employees for what
happens in a search, and how people may want to respond.
If a search takes place, a company representative should ask
to see a copy of the search warrant and also the identifying
credentials of the people searching.

It may make sense for the company to assign a “war-
rant team” to represent the company in the event of a sur-
prise search warrant. People on the warrant team may have
higher levels of training, so they can keep people calm and
potentially limit the intrusiveness of the government inves-
tigation. The designated leader of the warrant team may
want to take the following measures in the event of a sur-
prise search warrant:

1. Contact the company’s designated attorney and corpo-
rate leader—which means the team leader should have
the appropriate people’s contact information.

2. Request that the agents postpone the search until coun-
sel arrives.

3. Request identification from the people on the search
team.
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4. Review the warrant and, if available, the affidavit the
investigators used to persuade a judge to issue the
search warrant.

5. Ask the agents not to begin the search until after they
have provided the warrant; although the agents will re-
sist, the request may preserve rights to challenge pro-
cedures during later proceedings. A thorough review
of the search warrant and possible affidavit may help
the leader request that the agents confine their search
to the precise scope authorized by the warrant.

6. Proper training may help the leader recognize defects
in the warrant, such as a failure to describe the premis-
es to be searched, or what the agents may seize, or the
lack of a signature by an appropriate judge.

7. The leader may ask the agents for an opportunity to
confer with counsel prior to the start of the search to
determine whether the warrant has any defects. If the
leader finds defects in the warrant, the leader should
point the defects out to the agents and object to the
search. Although the agents will likely continue, the
objection may preserve the company’s rights. The team
leader should go on record to say that the company ob-
jects to the search.

8. The team leader should have some level of training on
the Fourth Amendment of the Constitution, and how
Courts have ruled that warrants must describe plac-
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es to be searched and things that agents can seize. The
team leader should have training that will empower
the leader to understand what the agents can and can-
not do.

9. The team leader should request the agents to provide
an inventory list of everything they’ve seized.

10. If the agents come with a surprise search warrant, the
team leader should advise all employees of their rights.
Remind people that they have a right to counsel, and if
they choose, they may remain silent. Perhaps the lead-
er could direct employees to a link of a cloud-based
statement of rights that they may access through smart
phones.

11. The leader should strive to protect privileged informa-
tion that should belong to the company and its law firm.

12. The leader should strive to monitor the search and re-
cord the agents’ activities. A good leader may take thor-
ough notes. By memorializing the areas where the agents
searched and the materials the agents seized, the leader
may provide information that can assist counsel later.
Include date and time and any other observation that
may be helpful to memorialize the search. If the agents
object to video cameras, the team leader should ask the
agents to state objections formally to counsel.
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13. The company may have the right to record the search
by any means, so long as recording does not interfere
with the agents” duties. There isn’t any reason why un-
obtrusive videotaping, audio taping, or photography
would interfere with a search. But since the agents are
so intimidating, an untrained workforce may not think
to record.

14. Team leaders should not put themselves at risk of being
arrested by the law enforcement officers for obstructing
the search.

15. Team leaders should request that the agents make cop-
ies of any electronically stored materials, rather than re-
moving computer hard-drives, or other computers from
the office. The team leader must know how to get back-
up materials. If possible, the leader should attempt to
coordinate with the agents so that the results do not
completely obliterate the business’s ability to operate.
The company’s attorney should provide specific lan-
guage the leader may use to preserve all of the compa-
ny’s rights.

16. After the search, the team leader should provide a full
report to the company’s attorney.
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Training Topics the Company Should Include:

1. Help all team members understand that, although un-
likely, all businesses are subject to government investi-
gations.

2. Help all team members understand a search warrant
and what they should know if authorities execute a
search warrant.

3. Show a cloud-based system that provides reminders of
what people should do in a search warrant and let the
people know how they can access the information on a
smart phone.

4. Identify the warrant team and provide specialized
training for team leaders.

5. Show how to monitor agents and record notes.

6. Show that although the company intends to cooperate
with the investigation, the team leaders want to pre-
serve rights for people and for the company.

7. Emphasize that employees should not impede the
search, conceal or destroy documents.

8. Explain appropriate laws, including obstruction of jus-
tice and making false statements.
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9. Train employees on the rights regarding government
interviews.

10.  Create a “Policy and Procedures” for team leaders
to know how they should respond to search warrants,
including:

¢ Information and instructions on contacting counsel
and company leaders, with contact numbers.

0 Request the agents wait until counsel arrives be-
fore conducting the search—understanding that
the agents do not have an obligation to wait.

0 Ask the agents for identification.
0 Ask for a copy of the warrant.

¢ Send an image of the warrant to the company’s at-
torney.

0 Expressly state that although the company will co-
operate, it does not consent to the search.

¢ Direct all employees to the document that explains
their rights with regard to being interviewed.

0 Review the warrant and attempt to negotiate terms
of the search.

¢ Do not remove, discard, or hide any objects that
might be subject of the search warrant.
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¢ Carefully monitor any search.

0 Ask the agents to permit you to photocopy any orig-
inal document that the agents seize.

0 Get a receipt for any files or property the agents
seize.

¢ Do not conduct any meetings with employees with-
out an attorney present.

Subpoenas, Grand Jury Investigations, Depositions

Although a government search is immediate and catch-
es people by surprise, investigators can rely upon other tac-
tics to gather evidence against a company and its leaders.
On the surface, subpoenas may seem less intrusive, because
agents aren’t coming in with loud fanfare. But subpoenas,
grand jury investigations, and depositions can be extreme-
ly invasive and broad.

The agents may not need probable cause to convene
a grand jury or to issue a subpoena. The requests may be
extremely broad, asking for information that is difficult to
produce—like records going back several years, or all email
and text exchanges, or bank records and tax records.

Although witnesses will have substantial advance no-
tice to comply with requests for the production of docu-
ments or testimony, such requests come with enormous lia-
bility. Failure to comply can result in charges for obstruction
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of justice. For this reason, the company and the employees
should consult with counsel if they ever receive a subpoe-
na. Further, the company should provide basic training to
help all team members understand the process and impli-
cations.

Conclusion:

The best time to protect a company would be before a
government investigation begins. For this reason, the com-
pany should engineer a compliance and training program
that identifies all corporate policies, processes, and proce-
dures, pertaining to every aspect of the company. The com-
pany should have excellent, cloud-based record-keeping
systems in place, and potentially a Customer Relationship
Management software system that maps out the entire com-
pany journey, including;:

» A staff hierarchy with clear job descriptions, responsi-
bilities, qualifications.

» A staff training system that articulates the corporate
culture.

» A process map that shows how the company operates.

» The customer acquisition strategy, including all adver-
tisements and lead-generation systems.
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» The scripts or training that sales teams use.
» Templates for all invoices and contracts.

» Effective financial records that document every trans-
action.

» Warranties, representations, and company communi-
cations with customers.

Transparency can protect an honest company and its
leaders from the enormous cost of a government investi-
gation. With good training, the company can also protect
itself in the event that something goes wrong, which could
bring unwanted attention from government investigators.
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Strengthening Compliance

Lesson Eleven

design a successful compliance program, start

1 by guidelines set forth by the Department of Jus-
tice. But don’t stop. To strengthen the program,

we recommend that leaders review programs that failed

for other businesses. Good critical-thinking skills will
lead to modifications and continuous improvements.

Get buy-in on a compliance programs importance from
all team members, and from corporate leadership. As
the cliché holds, leadership starts at the top. A company
could include all the Department of Justice’s require-
ments, but it will fail without buy-in from team mem-
bers and leadership.

Government regulators and investigators make it clear
that they expect companies of all size to operate in com-
pliance with laws and regulations. Mega-cap compa-
nies like Facebook, Google, and Amazon face investi-
gations, just as investigators may target mom-and-pop
companies for violations of laws or regulations. Learn
what happened to others. Use those lessons to improve
compliance programs to protect businesses and team
leaders.
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Companies primarily adopt compliance programs be-
cause they recognize the need to mitigate risk. Lead-
ers want to get the end result of a safer workplace with less
legal exposure. Merely adopting a compliance program,
however, without comprehensive implementation, may not
yield the return on investment that a leader wants.

On any given day, we can turn to the Department of Jus-
tice website to read press releases of criminal indictments
for white collar crime. Many of the defendants in those cas-
es began without any intention to break laws. Yet a lack of a
clearly defined business model, or well-engineered compli-
ance system, put those people into the cross hairs of a gov-
ernment investigation. High legal costs and criminal pro-
ceedings followed.

All businesses stand vulnerable to the dangers of a gov-
ernment investigation. For these reasons, leaders should
take steps to minimize their exposure. That means they
should put plans in place to show a commitment to trans-
parency, compliance, and good corporate citizenship.

Our team at Compliance Mitigation has identified 10
reasons that compliance programs may fail in businesses:

A Failure to Appreciate Risk

Leader should begin with an honest assessment of the
risks the company may face. To get the right answers, they
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may ask Socratic questions. Rather than starting from the
perspective of the company leader, questions should come
from the mindset of an investigator. Those people will be
cynical. If company leaders do not anticipate such ques-
tions, they may fail to appreciate their exposure to risk.

Company leaders frequently strive to:
» Provide products or services to satisfy customer needs,

» Create jobs and paychecks for employees,

» Contribute to the building of stronger, more vibrant
communities, and

» Earn an acceptable return on investment for sharehold-
ers.

A company may not have the luxury of hiring an en-
tire team or department to contemplate risk exposure. Yet if
they do not understand the risk, they may not see value in
a compliance program. If leaders do not see how a compli-
ance program can strengthen the overall health of the orga-
nization, they may undermine its effectiveness. Without a
good compliance program, the company and its team lead-
ers may face harsher scrutiny from regulators and investi-
gators. For these reasons, proper training should highlight
failures and the accompanying costs of a bad compliance
program.
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Lack of Leadership Buy-In

When it comes to compliance, leaders should recognize
that the company’s commitment to ethics starts at the top.
If leaders do not embrace the principles of good conduct,
team members will not take compliance seriously.

Compliance programs that send mixed or inconsistent
messaging leave the company vulnerable to liability. That
liability can include exposure to internal fraud, lawsuits
from customers, investigations by government regulators
or law enforcement.

Good training should profile examples of the fallout that
has come from such failures in compliance.

A Paucity of Resources Devoted to Compliance:

Failing to devote financial resources to support compli-
ance training exposes a company to more risk. If an investi-
gation begins, and the company cannot show a deliberate,
consistent investment in the pursuit of excellence, author-
ities will be less likely to see the business or its leaders as
good actors. On the contrary, investigators may accuse the
business and the responsible parties of operating from a
state of “willful blindness,” a term we heard a lot about while
our team members were in prison.

Compliance training does not have to be a drain on the
company’s resources. In fact, when leaders design compli-
ance programs to demonstrate a commitment to transpar-
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ency, they may be simultaneously investing in corporate
messaging. That better messaging can lead to better efficien-
cies, helping every team member get a full grasp of how the
company operates and achieves excellence.

With such a commitment, every team member may work
collaboratively, in accordance with corporate goals. When
leaders view compliance as an essential part of the corpo-
rate mission, they devote the appropriate resources. Those
resources may advance corporate success, while simultane-
ously mitigating risks.

Demoralizing Compliance Departments

When company leaders view compliance programs as
being wasteful expenses, team members won’t take the pro-
gram seriously. Unfortunately, if anything should ever hap-
pen that brings the company to the attention of government
investigators, leaders should expect to pay a heavy price.

Clearly, a company suc-
ceeds by devoting resources
to sales teams, marketing
teams, and operational
teams that build thriving
businesses. Yet leaders
should model themselves
after athletic coaches that
require players to train on fun-
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damentals. Coaches invest in defense and offense, not just
offense. Likewise, business leaders should invest in defen-
sive measures that will protect all team members.

If a government investigation begins, the value of an ef-
fective compliance program will become readily apparent.
On the other hand, a demoralized or feeble compliance pro-
gram will only hurt the organization. Government attor-
neys will use flawed policies as evidence of the company’s
devotion to willful blindness.

Indeed, the Harvard Business Review published an ar-
ticle describing how the Department of Justice tasks pros-
ecutors “to determine whether a corporation’s compliance
programs is merely a ‘paper program’ or whether it was de-
signed, implemented, reviewed, and revised, as appropri-
ate, in an effective manner.”

» https:/ /hbr.org/2018/03/why-compliance-pro-
grams-fail

The Policies Lack Clear Instruction and do not Re-
late to the Business

A good compliance training program engages team
members. If leaders do not supplement off-the-shelf com-
pliance programs with additional instruction that teach or
inspire team members, they miss an opportunity.
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Neither boilerplate language, nor dense legal jargon,
will help. An option would include supplementing train-
ing exercises with human case studies. Leaders may pro-
file the story of a person convicted of a white-collar crime.
Task participants with identifying what went wrong. Per-
haps encourage them to come up with strategies that may
have lessened the risk. Use the feedback as a resource to
strengthen corporate processes and procedures. Another
option would be to create cloud-based, on-demand video
training that encourages the development of critical-think-
ing skills.

Misplaced Incentives

A company can doom a compliance program by fail-
ing to align compensation with good corporate behavior.
If a company incentivizes people to get sales by any means
necessary, they may simultaneously create a culture of
non-compliance. Many people serve prison sentences for
violating laws related to:

» Foreign Corrupt Practices Act
» Sherman Antitrust Laws

» Money Laundering

» Identity Theft

» Bribery
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» Mail Fraud

» Wire Fraud

» Honest Services Fraud
» Securities Fraud

While in prison, many of those people complain that
they only did what their companies wanted them to do.
The employees lost, and in many cases, the companies lost
as well—paying enormous financial penalties. Good com-
pliance programs will incentivize excellence in every area,
providing training that shows a commitment to good cor-
porate citizenship.

Inadequate Communication and Training

Corporate leadership requires clear and consistent mes-
saging that shows how leaders define excellence. Leaders
that do not communicate the company’s commitment to
integrity give license for other people to violate rules. The
training should show that the company places a high val-
ue on excellence—and placing a high value on excellence
means training for excellence in communications, from the
top down.

The communication channels should flow both ways.
People at every level in the organization should have an
opportunity to ask questions or express concerns. If an em-
ployee sees something wrong, the person should have some
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mechanism to speak up without fear of retaliation. Without
that two-way communications and training, the company
may weaken a compliance program.

Outsourced Noncompliance

A company cannot escape punishment from law en-
forcement, or escape liability from regulators, by outsourc-
ing noncompliance. Both the Department of Justice and reg-
ulatory agencies have launched government investigations
that punished entities for contracting with outside contrac-
tors or third parties that facilitate illegal behavior. Further,
when leaders look for plausible deniability by using the
“it’s-not-my-fault” defense, they expose themselves to ac-
cusations of being willfully blind to illegal or corrupt be-
havior. Bad and inconsistent messaging threatens the entire
the organization.

Failing to Monitor or Audit Compliance

If the company doesn’t show a commitment to maintain-
ing compliance, the team members will ignore the training.
They may do what is necessary to pass an internal quiz on
what they have learned. As soon as they leave the training
session, however, many of those people go about business
in a manner that shows a total disregard for what the com-
pliance program ostensibly teaches.
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In contrast, a company with a true commitment to com-
pliance will show team members how the company’s lead-
ership invests heavily in corporate excellence. Besides on-
going training, they may show a commitment to monitoring
by sponsoring a private “hotline” that encourages people
to report noncompliance. They may conduct internal audits
or perform phantom calls to see how people will respond.
Then, the company may announce its findings regularly.

When team members understand that the business’s
leaders monitor and audit compliance, people will show
more commitment to operating in harmony with what
they’ve learned through compliance training.

Inconsistent Enforcement and Discipline

If a company is harsh on low-level employees, but it al-
lows rainmakers or leaders to get away with noncompli-
ance, the compliance program will fail as a resource to pro-
tectagainst governmentinvestigations. As the above-quoted
Harvard Business Review article noted, prosecutors will deal
harshly with companies that do not treat the compliance
program as an integral part of the organization

To grant a non-prosecution agreement, prosecutors will
assess the company’s policies—including records the com-
pany keeps on disciplinary or corrective measures for non-
compliance.
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The following 20-page report that the Department of
Justice published will help leaders grasp the “critical fac-
tors” prosecutors will use when assessing “the comprehen-
siveness of the compliance programs.”

» https:/ /www.justice.gov/criminal-fraud/page/
file /937501 /download

That document shows a compliance program should
provide a clear message that leadership will not tolerate
misconduct. The program cannot succeed if prosecutors de-
termine that policies do not apply to people in senior lead-
ership positions. According to the document:

“The company’s top leaders set the tone for the rest of the
company. Prosecutors should examine the extent to which
senior management have clearly articulated the company’s
ethical standards, conveyed and disseminated them in clear
and unambiguous terms, and demonstrated rigorous ad-
herence by example. Prosecutors should also examine how
middle management, in turn, have reinforced those stan-
dards and encouraged employees to abide by them.”
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Compliance 101

Avoiding Government Investigations and
White Collar Crime

Our team at ComplianceMitigation.com helps busi-
ness leaders and their teams make decisions to avoid
government investigations and charges for white-col-
lar crimes.

The Department of Justice encourages business lead-
ers to support well-designed compliance programs
that work in practice.

With our compliance programs, your team members
will learn how to make better decisions, minimizing
vulnerabilties to costly government investigations
and charges for white-collar crimes.

Team@ComplianceMitigation.com
949-205-6056
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